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Preface

Next week, the United States will mark the
anniversary of the horrific events of September
11, 2001. 

America has much to mourn. Individual families
will mourn the loss of loved ones, and the
country, as a national family, will mourn the
tragic loss of life. The United States will also
grieve another collective loss: the loss of invul-
nerability – or the idea that America was imper-
vious to this kind of violence. 

There is another loss to mourn, however – one
that has happened less abruptly and less pub-
licly, but no less profoundly. Since September
11, the United States has lost something
essential and defining: some of the cherished
principles on which the country is founded have
been eroded or disregarded.

Unlike other losses from September 11, this
loss did not happen all at once on a clear fall
morning. A photograph or video camera cannot
convey the damage. These changes have taken
place slowly and incrementally, beneath the
surface. What’s needed is an x-ray – a way to
show how the very bones of U.S. law, policy
and practice have shifted. 

This report explores these changes: the civic
lessons – and civic losses – in America since
September 11. Some of the changes were
smart, right and inevitable. The country needed
to recalibrate the balance between concerns
about rights and the needs of public safety.
The country was attacked, and the threat was
– and is – real. The U.S. government is respon-
sible for ensuring the country’s security and
must have the tools to do so. But other
changes undermined fundamental tenets of our
democracy, with no obvious relationship to
increased security. 

How does a free society debate and decide
these issues? The way this has been done to 
date is not sufficient. In the immediate after-
math of the attacks, government leaders
passed laws and adopted an array of policies –
swiftly, in the name of unity. Republicans and
Democrats put aside differences in a show of
common cause. There was a conscious and
much-heralded decision to take politics and
partisanship out of the debate. 

Unfortunately, some of the most important
changes have not been debated at all. And
debate, in many ways, is what keeps democra-
cies healthy. It ensures that all aspects of an
issue are explored. It ensures public education
and public participation. 

Historically, one of the great strengths of the
United States has been its tradition of open
political debate and dissent, even within gov-
ernment. As we describe in this report, there
have been several recent notable court deci-
sions which have challenged some of these
changes, as well as statements from an
increasingly vigilant Congress questioning exec-
utive branch actions. Those voices reflect well
on the American tradition of dissent. We seek
with this report to encourage a more robust
debate on these issues which are of such
importance to the country and to the world. 

Michael Posner, 
Executive Director
September 5, 2002
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Introduction

OOn the morning of September 11, men now
believed to be members of the al Qaeda
network forcibly took control of four com-

mercial jetliners to attack the United States.
Within minutes, 19 hijackers crashed two of
those planes into the Twin Towers of the World
Trade Center, one into the Pentagon, and a
fourth into a field in Pennsylvania, killing more
than 3,000 people.

In the days and weeks that followed, a wide
range of new security measures were put in
place in public and private venues throughout
the country. Many of these changes were
grounded in common sense. But other meas-
ures taken by the government violated tradi-
tional notions of liberty with no clear connec-
tion to increased safety. For example, as the
search began for accomplices in the attacks,
the Department of Justice swept up more than
1,000 immigrants from Middle Eastern and
other Islamic countries, many of whom were
subsequently held for months without formal
charge or trial.

In the aftermath of the attacks, Americans
began to question the country’s readiness to
confront dangers until then associated only
with other countries. Deliberate lethal attacks
against civilians – the subject of frequent news
reports from abroad – assumed a new and dev-
astating reality in America. The attacks prompt-
ed a widespread call for a reassessment of
U.S. security needs at home and abroad. The
threat of future attacks was, and continues to
be, very real. In the face of these attacks, it
quickly became clear that heightened security
interests required a reassessment – and recali-
bration – of the balance between individual lib-
erty and national security.

This report examines a wide range of actions
taken by the U.S. government over the last 12
months in response to the September 11
attacks. These were extraordinary measures 

taken at an extraordinary time. Historians will
judge whether these measures were excessive
at the moment they were taken. This is not our
object. Rather in this report we submit each of
these measures to strict scrutiny to assess
whether they are now necessary and appropriate.

We start from the premise that the U.S. govern-
ment, like any government, has the right –
indeed the obligation – to protect its people
from indiscriminate attacks against civilians.
We also recognize that the threat posed by al
Qaeda and other allied groups is grave. Given
the open nature of U.S. society and its vast
borders, the potential for future violent attacks
against the United States must be considered
to be extremely high.

With the continued possibility of additional
attacks, many of the measures taken in the
weeks and months after September 11 were
sensible, necessary and driven by real
need. For example, new priority was given to
providing state-of-the-art computer technology
to police and intelligence agencies, to enhanc-
ing coordination and communication among law
enforcement agencies, and to substantially
enhancing agency competence in foreign lan-
guages. 

There were also new standards for security in
public buildings and in transportation – includ-
ing photo-identity cards for office workers, and
higher educational and training standards and
more rigorous supervision for security person-
nel. There was a series of efforts to prevent
airplane hijacking, including legislation making
all airport security personnel federal employees
work in a unified system. The U.S. Postal
Service introduced new procedures to safe-
guard its staff and the public from the threat of
biological and chemical attacks through the
mail. A series of new procedures were put in
place by the Immigration and Naturalization
Service (INS) aimed at gaining greater control



over the admission of immigrants and visitors
into the country, and tracking and monitoring
those in the United States.

At the same time, as this report outlines, over
the last year the U.S. government has taken a
series of actions that have gradually eroded
basic human rights protections in the United
States, fundamental guarantees that have
been central to the U.S. constitutional system
for more than 200 years. Viewed sepa-
rately, some of these changes may not seem
extreme, especially when seen as a response
to the September attacks. But when you con-
nect the dots, a different picture emerges. The
composite picture outlined by this report shows
that too often the U.S. government’s mode of
operations since September 11 has been at
odds with core American and international
human rights principles. The basic civics les-
sons that will be taught in American junior high
schools this fall describe a system that in
important respects has been significantly erod-
ed in the last 12 months:

4 That there are three separate and independent
branches of government – Executive, Judicial and
Legislative – that check and balance each other.  

4 That the U.S. government is an open one in which
decisions are made in the public square. 

4 That no one can be deprived of life, liberty or prop-
erty without fundamental due process protections
such as access to legal counsel and the right to a
hearing before a judge. 

4 That people have the right of privacy from unwar-
ranted government intrusion into their private lives
and their homes. 

4 That America is a land of immigrants and that immi-
grants are “persons” under the Constitution, and
are entitled to be treated fairly.

Many of the changes to law and policy dis-
cussed in this report have not been informed
by or infused with these core principles – some

have flatly contradicted them. It is not yet too
late to restore these values.

Secrecy and lack of debate has been a particu-
larly acute problem. As changes have been
made, and concerns raised – by members of
Congress across the political spectrum and by
other mainstream voices – the Attorney
General or other administration officials have
all too often dismissed them as irrelevant,
harmful to the war against terrorism or 
even disloyal.

We take just the opposite view. What is at
stake is nothing less than the fundamental
nature of U.S. society and whether we will
retain what James Madison called the
“Blessings of Liberty.”

Mindful as we are of the serious nature of the
threats now confronting the United States, we
believe that it is essential to address these
security concerns in a manner consistent with
fundamental principles of human rights. If the
U.S. government fails to do so, we will have
lost the most essential element of what we are
fighting for. And with potentially little gain.
There is no evidence to date that curtailing 
liberty or abandoning bedrock principles of
democratic governance makes the United
States safer. 

Nor does it make the world safer – or more
fair. As we also examine in this report, the U.S.
government’s actions in response to
September 11 are being closely monitored in
other countries. Some of the most draconian
elements of what the U.S. government has
been doing are increasingly being copied by
others and used by repressive governments to
justify human rights abuses against peaceful
advocates of democratic values – to the detri-
ment of human rights worldwide.

This report calls for a more vigorous national
debate about the new calculus of liberty and
security. Our hope is that it will spark renewed
discussion – and commonsense adjustments.
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In some ways, that process is already begin-
ning. As we outline in this report, several
recent decisions by U.S. federal courts have
begun to place important limitations on execu-
tive branch actions. In addition, the Justice
Department recently brought indictments in fed-
eral court against individuals suspected of
activities that threaten national security, rather
than resorting to special military tribunals or
prolonged detention without trial, reinforcing
the utility of relying on the regular criminal jus-
tice system to try such cases. Coupled with
mounting congressional concern and scrutiny,
these developments suggest that a livelier,
more constructive reexamination of these
issues is beginning.

As the debate grows, we conclude that many
of the extraordinary measures taken over the
last 12 months now require repeal or substan-
tial adjustments and refinements by the execu-
tive branch, Congress and the courts. Among
the key questions that warrant greater public
consideration are these:

4 How permanent are these changes? Will
amendments to U.S. law and practice be
repealed when the emergency abates, or will
they become permanent features of our sys-
tem? Who will decide this and using what
standard? Will little-used amendments to the
law that are a source of abuse be repealed? 

4 Will the new Department of Homeland
Security have strong internal oversight safe-
guards, including an office of internal affairs
and a civil rights division? Will the
Department of Justice develop internal safe-
guards to reflect the new powers it was
given under the USA PATRIOT Act?

4 What is the appropriate role for Congress?
Will it be able to faithfully and effectively dis-
charge its oversight duties as they pertain to
the Department of Homeland Security and
the Department of Justice?

4 Will Congress take steps to ensure that the
history of abuses under the Foreign
Intelligence Surveillance Act is not repeated
after its expansion? Will Congress examine
the new FBI guidelines on domestic spying?
Should government workers and other citi-
zens be encouraged to report on their neigh-
bors’ activities? What is the future of
Operation TIPS: the Terrorism Information
and Prevention System? 

4 What is the appropriate role for the federal
courts? Should the federal courts oversee
criminal trials of those suspected of endan-
gering U.S. national security, and if so do
they need new procedures or resources to
do so? Should federal appellate courts have
the authority to review decisions of military
commissions? Should federal court jurisdic-
tion extend to U.S. military bases?

4 What is the proper balance between secrecy
and disclosure? Should the names of INS
detainees be made public? Should deporta-
tion hearings be public? Should detainees
have legal counsel? What about criminal tri-
als where national security information is
being reviewed?

4 Should the government have the power to
designate and detain U.S. citizens as enemy
combatants? What will Congress and the
Courts say? What will happen to the individu-
als in Guantanamo? Will they be prosecuted?
When will they be released? Will they ever 
be released? 

4 What has been the effect of new U.S. laws
and policies on the human rights situations
in other countries?

In this report we address these questions, and
make specific recommendations to U.S. offi-
cials concerning these important issues.
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Chapter 1
O P E N  G O V E R N M E N T

INTRODUCTION

TThis chapter examines the mantle of secrecy
that has been steadily enveloping the exec-
utive branch in the wake of the September 11

attacks. It is not surprising that the administra-
tion has sought to enhance government secre-
cy in response to September 11. The attacks
raised valid concerns that the very openness of
American society may benefit those who seek
to attack the United States and its people. Yet
the balance between secrecy and transparency
must be delicately struck. Open government is
a value that goes to the very heart of what it
means to be a democracy.  

THE LEGAL BACKDROP

Although the Constitution makes no explicit ref-
erence to the principle of open government,
the founding fathers made clear that trans-
parency in government is a prerequisite to an
effective democracy. As James Madison
famously warned:

A popular Government without popular information,
or the means of acquiring it, is but a Prologue to a
Farce or a Tragedy; or, perhaps both. Knowledge will
forever govern ignorance; And a people who mean
to be their own Governors, must arm themselves
with the power which knowledge gives.1

Similarly, John Adams declared that “[l]iberty
cannot be preserved without a general knowl-
edge among the people.”2

Indeed, the need for openness and accountabil-
ity is evident in the very framework of the fed-
eral government. The founding fathers sought
to secure our liberty by diffusing power among
three separate branches of government – the
legislature, executive, and judiciary. But separa-
tion alone was not enough. Wary of power’s 

encroaching nature, the framers created an
elaborate system of checks and balances to
help police the constitutional boundaries. 

For the system to work, however, each branch
of government must be willing to share infor-
mation about its activities. The system of
checks and balances cannot survive unless
each branch is able to monitor the activities of
the other two. The American people, moreover,
must have access to information about what all
three branches are doing. Under the Constitution,
it is the American people, who, as an informed
electorate, provide the ultimate check against
arbitrary government.3

THE REFUSAL TO SHARE INFORMATION 
WITH CONGRESS AND WITH THE COURTS

In the past year, however, the executive branch
has shown an increasing disregard for the
importance of transparency to democratic gov-
ernment. The Bush administration has refused
to share information not only with the public,
but with Congress and with the federal courts.
In many ways, this is not entirely unexpected.
Even before September 11, disputes over the
nature of executive privilege were common-
place when issues of national security
were involved. 

The administration’s new insistence on unre-
strained autonomy, however, has upset the deli-
cate system of checks and balances, painstak-
ingly sown into the Constitution. In the words of
West Virginia Senator Robert Byrd:

Shrouded in ambiguity and cloaked in deep secrecy,
this administration continues to suddenly, and
sometimes unexpectedly, drop its decisions upon
the public and Congress, and expect obedient

1



approval, without question, without debate, and
without opposition.4

Congressional concern has been particularly
acute as it relates to the withholding of infor-
mation from members of congressional over-
sight committees. One recent dispute con-
cerned the administration’s refusal to disclose
documents on the allocation of the antiterror-
ism funds that Congress, itself, had authorized.
Another was the demand for information on
antiterrorism measures taken under the aus-
pices of the USA PATRIOT Act – a statute
Congress had passed, at the urging of the
Bush administration, in the immediate after-
math of September 11. 

The administration’s refusal to share informa-
tion has upset some of its staunchest support-
ers in Congress. There is growing bi-partisan
concern that the congressional oversight func-
tion is being dangerously undermined. The
chair of the Senate Judiciary Committee,
Democratic Senator Patrick Leahy, observed, 
“I have never known an administration that is
more difficult to get information from that the
oversight committees are entitled to.”5 He
reported that Republican senators on the com-
mittee had urged him to issue subpoenas to
force the administration’s hand.6 The chair of
the House Judiciary Committee, Republican
Representative James Sensenbrenner,
expressed similar frustrations.  He said that he
“would start blowing a fuse” if the information
his committee had requested was not provided
by early September. He told reporters, “I’ve
never signed a subpoena in my five and a half
years as chairman. I guess there’s a first time
for everything.”7

The administration’s insistence on blanket
secrecy has also perturbed members of the
federal judiciary – particularly in relation to the
government’s post September 11 detention
practices. The secrecy surrounding these
detentions is discussed extensively in chapters
3 and 4. In one such case, involving U.S. citi-
zen Yasser Esam Hamdi, the judge balked at

the government’s insistence that it need not
share information with the court. After desig-
nating Hamdi as an enemy combatant (thereby
denying him access to a lawyer), the govern-
ment simply refused to provide documentary
evidence to support the designation. The judge
ruled that the government must provide more
information, however, emphasizing that he
“would be acting as little more than rubber
stamp” if he accepted the “sparse facts” the
government had provided.8

ROLLING BACK FEDERAL STATUTES 
ON OPEN GOVERMENT

As discussed earlier in this chapter, the
Constitution relies upon the vigilance of an
informed citizenry to provide the ultimate check
against arbitrary government. To facilitate this,
Congress passed the Freedom of Information
Act9 (FOIA) in 1966 – having been long con-
cerned that a burgeoning federal bureaucracy
was actively stymieing requests for information
and covering up questionable government 
decision-making. In 1989, Congress struck
another blow for government transparency,
passing the Whistleblowers Protection Act
(WPA),10 a statute that enables federal employ-
ees to expose government wrong-doing by pro-
tecting them from retaliation. As explained
below, the executive branch has sought to cur-
tail the effects of these important statutes in
the wake of September 11.

The Freedom of Information Act

Background to FOIA

FOIA establishes that records in the possession
of agencies and departments of the executive
branch of the U.S. government must be acces-
sible to the people. Before FOIA was enacted
on July 4, 1966, the burden was on individual
citizens to establish a right to examine these
records. With the passage of FOIA, the burden
of persuasion shifted from the individual to the
government. Federal agencies were required to
disclose any documents that had been request-
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ed unless they fell within nine limited statutory
exemptions.11 Furthermore, any decision to
withhold a document could be challenged in
federal court. As a result of FOIA, every federal
agency, from the Department of Agriculture to
NASA to the U.S. Postal Service, now has a
designated FOIA officer to respond to the pub-
lic’s right to access information. 

Over the years, FOIA has been increasingly
used as a tool to ensure government accounta-
bility.  In fiscal year 2000, the latest year for
which figures are available, federal depart-
ments and agencies received 2,235,201 FOIA
requests – a 13 percent increase over fiscal
year 1999, alone.12 And indeed, since its
enactment, FOIA has been responsible for the
exposure of a great deal of important informa-
tion, such as: 

4 Reports showing that in the five years before
a fatal Amtrak derailment in 2001, 1,500
defects had been found on the tracks in
Iowa alone;

4 Documents about a CIA program called MK-
ULTRA that illegally conducted mind-control
experiments on unwitting human subjects; 

4 Reports showing that the Forest Service was
spraying herbicides in the national forests;

4 Documents showing that elderly patients at
a private Philadelphia nursing home had died
while they were being used as subjects in a
drug experiment; and

4 Reports showing that contamination from
recycled uranium may have reached more
than 100 federal plants, private factories
and colleges.

The Attorney General’s FOIA Memorandum

On October 12, 2001, Attorney General John
Ashcroft sent a memorandum to the heads of all
federal departments and agencies setting out a
new policy on FOIA requests.13 The administra-
tion’s new policy encourages the presumptive
refusal of requests, through a restrictive interpre-
tation of the Act. 

Most significantly, Ashcroft’s memorandum
changes the standard under which the govern-
ment will defend an agency’s refusal to pro-
duce information pursuant to a FOIA request,
whenever that denial is challenged in court.
Previously, the Department of Justice would
only defend an agency’s refusal to release
information when it could be argued that releas-
ing the information would result in “foreseeable
harm.” Under the new standard, however, the
Justice Department will defend an agency’s
refusal to comply with a FOIA request so long
as the decision rested on a “sound legal
basis,” a much lower standard.

Furthermore, Ashcroft’s memorandum actively
encourages federal agencies to fully consider
all potential reasons for non-disclosure in mak-
ing decisions under the Act. Although acknowl-
edging the importance of government account-
ability, he emphasizes that he is equally con-
cerned by other factors, including national
security considerations, effective law enforce-
ment, and the protection of sensitive business
information. One of the most troubling aspects
of the administration’s new FOIA policy, howev-
er, is that it covers all government information,
most of which has absolutely no connection to
national security or law enforcement.  

By encouraging agencies to “consider the
value” of keeping agency communications con-
fidential and ensuring that in virtually all circum-
stances the government would oppose claims
made by individual citizens, the Attorney
General has effectively reversed FOIA’s pre-
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sumption that citizens have a right to access
government information. He has established a
policy by which government information will
presumptively remain secret, setting the clock
back nearly forty years.

Ashcroft’s memorandum lies in sharp contrast
with the assurances he offered the Senate dur-
ing his 2001 confirmation process. In his con-
firmation testimony, he emphasized his commit-
ment to upholding and enforcing FOIA:

“Appropriate public access to governmental
records is an important check on arbitrary gov-
ernment action,” Ashcroft offered as part of
written responses during his confirmation
process. “If I am fortunate enough to be con-
firmed as Attorney General, I will fully and faith-
fully enforce the Freedom of Information Act
and ensure that the Department of Justice
does the same.”14

The Whistleblower Protection Act

Background to the Whistleblower Protection Act

The Whistleblower Protection Act (WPA)
strengthened the rights of federal employees
who challenge government betrayals of the
public trust.  The Act protects employees who
expose government illegality, waste, fraud and
other abuses from adverse employment action.
Employees who believe they have been retaliat-
ed against can request an investigation by the
Office of the General Counsel to vindicate their
rights. The Act applies to most federal agen-
cies, with the exception of intelligence agen-
cies like the FBI and CIA.

President George H. Bush signed the WPA into
law on April 10, 1989. The bill had passed
both the Senate and House of Representatives
unopposed. At the signing ceremony, the presi-
dent emphasized the importance of shielding
those who expose government misconduct:

[A] true whistleblower is a public servant of the
highest order. And I share the determination of
Congress that we do everything possible to ensure
that these dedicated men and women should not be
fired or rebuked or suffer financially for their hon-
esty and good judgment.15

In the years since the WPA’s enactment,
whistleblowers have alerted the public to much
important information, including information
critical to protecting public safety. Federal
whistleblowers have disclosed information, for
example, about the failure of the Nuclear
Regulatory Commission to enforce public safe-
ty requirements at facilities under construction.
Whistleblowers at one such facility in Ohio
revealed that nuclear safety laws had been sys-
tematically violated at the plant. After intensive
investigations, sparked by the whistleblowing
disclosures, the project was cancelled and the
owners converted the plant to a coal-fired 
facility that now is operating safely.16

Rolling Back Whistleblower Protections

In the debates over the creation of a new
Department of Homeland Security (DHS), the
Bush administration has insisted that the
employees of the new department must be
exempted from the protections of the WPA. The
administration claims that the exemption is nec-
essary to safeguard national security – arguing,
in essence, that whistleblowers who reveal DHS
incompetence or mismanagement might at the
same time reveal sensitive security information. 

The implications of excluding all DHS employ-
ees are enormous, however, and extend far
beyond national security considerations. Under
current proposals, the DHS could consolidate
approximately 170,000 employees from all or
part of 22 different federal agencies. Some of
the functions of the agencies to be consolidat-
ed have nothing to do with national security.
Accordingly, even under the administration’s
arguments, it would make no sense to exempt
all DHS employees, whatever their responsibili-
ties, from the important protections of the WPA.

4



Furthermore, one of the primary rationales
behind the creation of the DHS was the sense
that past agency failings have unnecessarily com-
promised national security.  Indeed, in the
months after September 11, the news media
was rife with stories of bureaucratic blunders –
the most notorious example of which was the
granting of student visas to two of the
September 11 hijackers, six months after the
attacks.  Indeed, it seems that applying WPA pro-
tection to DHS employees is particularly impor-
tant, given that they are uniquely positioned to
uncover essential information about agency fail-
ings which might put our national security at risk.

These protections have never been more
important. When FBI whistleblower Colleen
Rowley told the Senate Judiciary Committee in
June 2002 that the FBI is a bureaucracy rife
with “risk aversion,” “roadblocks” to investiga-
tions and “endless, needless paperwork,” she
hand-delivered copies of her memo to the
Senate Select Intelligence Committee in order
to ensure that her concerns were addressed.17

Because FBI employees are excluded from the
protections of the WPA, members of Congress
extracted personal promises from FBI Director
Robert Mueller to ensure that Agent Rowley
would face no retaliation for coming forward.18

Future whistleblowers obviously cannot count on
such high-profile intervention, however. In order
to encourage them to come forward, they must
be explicitly protected under the WPA.

The Attorney General, meanwhile, is sending
out a decidedly different message to federal
employees. At a time when public attention is
focused on understanding intelligence failures
in order to take corrective action, he has creat-
ed an interagency task force to review the
criminal penalties for leaking classified informa-
tion.19 While the need to protect classified gov-
ernment information is in some ways more
important than ever, efforts to prevent “leaks”
should not undermine the narrow protections
carved out for those brave and principled civil
servants who risk their careers to expose gov-
ernment misconduct and incompetence.
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Chapter 2
T H E  R I G H T  T O  P R I V A C Y

INTRODUCTION

TThis chapter examines the erosion of Fourth
Amendment privacy rights in the wake of
September 11.  Many fundamental prohi-

bitions on government surveillance have been
revoked in the past year – often with little
debate. Under the USA PATRIOT Act, for exam-
ple, the federal government may now use its
exceptional powers created for foreign counter-
intelligence work in domestic criminal investiga-
tions, so long as it can certify that some for-
eign intelligence purpose will be served. And
under new regulations issued by the Attorney
General, the FBI can now carry out surveillance
on any religious, civic or political organization
in the United States, without even the slightest
suspicion of wrong-doing. The government has
also announced a new program to further
enhance its capacity for surveillance, by
encouraging private citizens to report on the
“suspicious activity” of other people.

THE LEGAL BACKDROP

The right of individual privacy is protected
under the Fourth Amendment to the U.S.
Constitution. The Fourth Amendment provides: 

The right of the people to be secure in their per-
sons, houses, papers, and effects, against unrea-
sonable searches and seizures shall not be violated,
and no Warrants shall issue, but upon probable
cause, supported by Oath or affirmation, and partic-
ularly describing the place to be searched, and the
persons or things to be seized.20

As the U.S. Supreme Court has explained, the
Fourth Amendment limitations on the govern-
ment’s search and seizure powers are designed
to “prevent arbitrary and oppressive interference 

by enforcement officials with the privacy and per-
sonal security of individuals.”21 It protects what
is in essence, our “right to be left alone,” a right
which U.S. Supreme Court Justice Louis Brandeis
termed “the most comprehensive of rights, and
the right most valued by civilized men.”22

The right to privacy is also protected by inter-
national law. Article 12 of the United Nations
Universal Declaration of Human Rights provides
in relevant part, “No one shall be subjected to
arbitrary interference with his privacy, family,
home or correspondence.” Article 17 of the
International Covenant on Civil and Political
Rights (ICCPR) protects privacy rights in similar
terms. The United States is a signatory to 
this covenant.

THE USA PATRIOT ACT

The Passage of the USA PATRIOT Act

In the wake of September 11, Congress enact-
ed the USA PATRIOT (Uniting and Strengthening
America by Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism)
Act.23 The Act, which amends 15 different fed-
eral statutes, grants unprecedented new pow-
ers to law enforcement and intelligence agen-
cies. Although Congress passed the Act in
response to the September attacks, most of
the new powers are not limited to anti-terrorism
investigations, but instead apply to all 
federal investigations. 

Despite the sweeping nature of the changes,
the USA PATRIOT Act was enacted very quickly.
Attorney General John Ashcroft submitted a
massive proposal to Congress just one week
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after the attacks and declared that the new
powers should be enacted within three days.
Although the Act was not adopted this swiftly,
President Bush signed an expansive 342-page
bill into law on October 26, 2001 – less than
six weeks after the attacks.24

The pressure to pass the Act had been so
great that there was virtually no time for public
hearings or debate. The final version of the bill
was drawn up by a select group of officials
from the administration and Congress, who met
hurriedly behind closed doors.  Most members
of Congress did not even have the opportunity
to read the final version before it came up for
a vote.

Because the USA PATRIOT Act affects many dif-
ferent areas of law – ranging from immigration
to surveillance to intelligence sharing between
federal agencies – its many implications for
civil liberties arise in different sections of this
report. Here, we consider some of the conse-
quences for privacy rights in the context of
Fourth Amendment jurisprudence. 

“Sneak and Peek” Searches and Seizures

Within the Fourth Amendment’s guarantees of
the individual’s rights against unreasonable
search and seizure is a requirement that the
government give notice before searching
through or seizing an individual’s belongings. In
executing a warrant, law enforcement officials
must generally knock and announce their pres-
ence before entering private space.25 The
knock and announce requirement is deeply
rooted in English common law.26

Before the USA PATRIOT Act, prior notice could
be suspended only under a narrow set of cir-
cumstances. In Richards v. Wisconsin, the U.S.
Supreme Court held that officers are not
required to knock and announce their presence
if they have reasonable suspicion that doing so
would be dangerous or futile.27 They can also
enter a dwelling without notice if they have rea-
sonable suspicion that an announcement would

inhibit the investigation of a crime by, for exam-
ple, enabling the destruction of evidence.28

The USA PATRIOT Act has greatly expanded the
ability of federal officials to carry out searches
and seizures without giving prior notice.
Section 213 of the Act authorizes so-called
“sneak and peek” warrants, which allow federal
agents to covertly enter a person’s home or
office. Under Section 213, the government can
delay notice of a search if it can show “reason-
able cause to believe that providing immediate
notification of the execution of the warrant may
have an adverse result.” The government can
also seize items without prior notice if it can
show a “reasonable necessity” for the seizure.
Police officers, in other words, can secretly
enter a person’s home or office while they are
away and search through and seize private
belongings – as long as they meet this exceed-
ingly low standard. They can then delay notifi-
cation for an additional “reasonable period.” 

These new powers are not limited to anti-terror-
ism investigations.  They apply to all federal
investigations, including routine criminal cases.
Furthermore, Congress did not create a sunset
provision for this section. This means that,
unlike some other powers granted in the Act,
the Section 213 powers are permanent. 

Foreign Intelligence and Domestic Spying

Section 218 of the USA PATRIOT Act amends
the Foreign Intelligence Surveillance Act (FISA)
of 1978, which was enacted to establish a sep-
arate legal regime for the gathering of foreign
intelligence information.29 FISA grants the FBI
extraordinary powers to carry out electronic
surveillance and physical searches in counterin-
telligence operations against foreign powers or
their agents.  Under the Act, for example, sur-
veillances and searches are conducted surrepti-
tiously, without any notice to targets unless and
until they are prosecuted. The surveillances
and searches are authorized against a foreign
agent for a period of 90 days and against a
foreign power for an entire year.30 In seeking
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warrants under FISA, moreover, the FBI does
not have to meet the traditional criminal stan-
dard of probable cause, and is instead subject
to a more relaxed foreign intelligence standard.
In addition, the FBI only has to show that the
place to be searched or monitored is being (or
is about to be) used.31

In light of the intrusive nature of these powers,
FISA created a wall between the counter-intelli-
gence measures aimed at foreign agents and the
surveillance measures used in ordinary domestic
law enforcement investigations.  The FBI could
only use its FISA powers when it sought warrants
for “the purpose of” gathering foreign intelligence
information.  FISA powers were not to be used to
spy on ordinary U.S. citizens.

Section 218 of the USA PATRIOT Act greatly
expanded the governments’ powers under FISA,
however. It authorizes the issuance of FISA
warrants in situations where the gathering of
foreign intelligence is merely a “significant pur-
pose” of the warrant. The “primary purpose”
could be something else entirely, such as the
collection of information for a routine domestic
criminal investigation. At first glance, the differ-
ence may seem minor, but in practice, the
change has far-reaching consequences for
basic constitutional rights.

Prior to the USA PATRIOT Act, if FISA was used
by government officials, the results of the
ensuing search were almost never admissible
in criminal cases except where the government
could demonstrate that the evidence was only
a byproduct of the foreign intelligence that the
warrant produced. Now, since foreign intelli-
gence must only be a “significant purpose” of
the warrant, government officials could use
FISA as a means of collecting evidence for use
in criminal investigations so long as they can
certify that some foreign intelligence purpose
will be served. Thus, FISA, which was specifi-
cally enacted to facilitate the gathering of for-
eign intelligence, can now be used as a way to
sidestep the Fourth Amendment’s probable
cause requirements in criminal investigations.

Section 218, unlike Section 213, does contain
a sunset provision. Without congressional
action to the contrary, its provisions will auto-
matically expire on December 31, 2005. 

Foreign Intelligence Surveillance Court

The Foreign Intelligence Surveillance Court
(FISC) has already issued a public decision limit-
ing the government’s interpretation of its new
FISA powers.32 FISC is a secret court com-
posed of 11 federal district court judges, who
individually review the Attorney General’s FISA
applications.33 The proceedings are non-adver-
sarial, and the records and files of the cases
are sealed.  Although the FISC has been in
operation for more than 20 years, it has report-
edly denied only one government application
out of the thousands of applications reviewed.34

It is this record, in part, that makes the FISC’s
recently issued public decision so remarkable.
In the opinion, written by the Honorable Royce
C. Lamberth, the Court considered the effects
of the USA PATRIOT Act on the ability of FBI
counterintelligence officers to share FISA infor-
mation with criminal prosecutors. The govern-
ment had proposed new procedures for infor-
mation-sharing, arguing explicitly that the new
amendments “allow FISA to be used primarily
for a law enforcement purpose.” The Court
found that under a fair reading of the govern-
ment’s proposal, criminal prosecutors would
have “a significant role in directing FISA surveil-
lances and searches from start to finish…guid-
ing them to criminal prosecution.”35 Criminal
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prosecutors, in other words, would be telling
the FBI when and how to use FISA, turning the
entire purpose of FISA on its head.  

The Court refused to adopt the government’s
proposed procedures. Instead, it amended the
government’s proposal – spelling out very
clearly that “law enforcement officials shall not
make recommendations to intelligence officials
concerning the initiation, operation, continua-
tion or expansion of FISA searches or surveil-
lances.”36 The Court’s decision was unanimous.
The Department of Justice, however, has
announced it will appeal the decision and
insists that the Court has unlawfully restricted
its powers under the USA PATRIOT Act. 

The FBI’s Ability to Access Personal Records

The USA PATRIOT Act also amended FISA in
broadly expanding the government’s powers to
access personal records. Under Section 215 of
the Act, the FBI may apply for a court order
requesting the production of “any tangible thing
(including books, records, papers, documents
and other items).” The judge is required under
Section 215 to enter the order so long as the
FBI officer provides a written statement declar-
ing that the items are being sought for an
ongoing investigation related to international
terrorism or clandestine intelligence activities. 

Previously, the FISA provision on records
applied only to foreign powers or their agents.
Now, the Act may be applied with increasing
frequency to “United States persons,” a cate-
gory which includes both U.S. citizens and law-
ful U.S. residents. Although Section 215 pre-
vents any investigations of U.S. persons based
solely on the exercise of First Amendment free
speech rights, it does not block investigations
on any other basis – no matter how tenuously a
person’s activities might be connected to an
investigation on international terrorism or clan-
destine activities.  

Indeed, the FBI may now be privy to what books
an individual checks out at the public library or

purchases at the local bookstore.37 In a nation-
wide survey of 1,020 public libraries early this
year, for example, the University of Illinois found
that 85 – or 8.3 percent – had been
approached by federal or local law enforcement
officers for information about patrons relating
to antiterrorism investigations.38 The informa-
tion sought might also include what internet
sites an individual surfed while visiting the pub-
lic library. And to get all of this information, the
FBI need only obtain a warrant from the Foreign
Intelligence Surveillance Court, which, as
already mentioned, is not in the habit of denying
warrant applications. Meanwhile, citizens would
have absolutely no idea they were the subject
of a search, because the law does not require
that individuals be informed. Indeed, librarians
and booksellers can be criminally prosecuted
for revealing the details or extent of the FBI’s
request for information.39

Like Section 218, Section 215 is scheduled to
expire on December 31, 2005. Congress has
also required the Attorney General to submit
semi-annual reports on the government’s activi-
ties under this section.

NEW FBI GUIDELINES ON DOMESTIC SPYING

On May 30, 2002, Attorney General John
Ashcroft announced dramatic changes to the
FBI guidelines on general crimes and criminal
intelligence investigations.40 The new regula-
tions allow the FBI to carry out surveillance on
domestic religious, civic and political groups,
even when there is no suspicion of wrong-
doing. The Attorney General amended the regu-
lations without any public debate or consulta-
tion with Congress. 

The new guidelines overturn protections that
were put in place in the mid-1970s. The FBI first
implemented the prohibitions on domestic sur-
veillance in 1976, after congressional probes
revealed that the FBI and other intelligence agen-
cies had been carrying out widespread surveil-
lance on members of domestic organizations –
most notoriously against anti-war protesters and
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civil rights activists, including Dr. Martin Luther
King, Jr. The targets of these intelligence opera-
tions spanned a broad spectrum of groups, how-
ever, including the “Women’s Liberation
Movement,” the John Birch Society, and the
American Christian Action Council.41

The congressional committee investigating
these abuses released a report in 1976. The
report decried the intelligence community’s
widespread spying on American citizens, many
of whom were targeted for their entirely lawful
activities and beliefs. The committee explained:

The Government, operating primarily through secret
informants, but also using other intrusive techniques
such as wiretaps, microphone “bugs,” surreptitious
mail opening, and break-ins has swept in vast
amounts of information about the personal lives,
views, and associations of American citizens.42

The report also noted the “unsavory and vicious
tactics” employed by the intelligence agencies,
which included disrupting meetings and ostra-
cizing people from their professions.43

Under the Attorney General’s new guidelines,
FBI agents may once again monitor and investi-
gate lawful political and religious activities. FBI
agents can now keep records of people who
attend places of worship – mosques, syna-
gogues, and churches – as well as those who
attend meetings of non-governmental groups.
To do this, they may covertly attend political or
religious gatherings, surf internet sites, and
mine commercial databases. Furthermore, they
can do all of this without showing any reason
to suspect any criminal activity.44

Some of these activities, including Internet surf-
ing and commercial data mining, were perfectly
permissible under the old guidelines, so long as
they were undertaken as part of a preliminary
or an ongoing criminal investigation. Now such
activities may be used in order to generate
(rather than react to) suspicion of criminal con-
duct.45 In addition, there is no time limit on how
long the information may be retained. 

Widespread monitoring and reporting on the
activities of domestic organizations may lead
to a chilling effect on speech. Ultimately, the
FBI could begin questioning, and even detain-
ing, individuals whose only “crime” has been
the legitimate exercise of fundamental political
freedoms. It was precisely this kind of abuse
that led to the 1976 restrictions on 
domestic spying. 

Indeed, such concerns were expressed by
members of Congress on both sides of the
aisle. Republican Representative James
Sensenbrenner, the chair of the House
Judiciary Committee, emphasized that the origi-
nal FBI guidelines were put in place because of
“documented excesses” by the FBI.46 He
remarked, “I get very, very queasy when feder-
al law enforcement is effectively...going back
to the bad old days when the FBI was spying
on people like Martin Luther King.”47

Sensenbrenner also denounced the Attorney
General’s decision not to seek congressional
input, revealing that he had been informed of
the changes only two hours before Ashcroft’s
formal announcement.  Meanwhile,
Representative John Conyers, the ranking
Democrat on the House Judiciary Committee,
called the new guidelines “a step back for 
civil liberties in this country” and declared 
that the changes had “decimated the 
Fourth Amendment.”48
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OPERATION TIPS

Operation TIPS (the Terrorism Information and
Prevention System) is a new government initia-
tive, officially described as “a national system
for concerned workers to report suspicious
activity.”49 Operation TIPS first broke into the
news in mid-2002, when journalists came
across the scheme on a Citizens Corps web-
site.50 Operation TIPS sets out to recruit people
whose everyday activities put them in daily con-
tact with people in their homes and businesses,
for example telephone repairmen, cable televi-
sion installers, postal workers, delivery truck
drivers, and workers for courier services.

In late July, the media reported that the govern-
ment hoped to enlist one million volunteers
within months to test the TIPS reporting sys-
tem in a pilot program in ten cities.51

Eventually, the goal is to enlist 11 million civil-
ians (or about four percent of the U.S. popula-
tion) to report on the “suspicious activity” of
others.  Domestic and international news media
compared the scheme, part of President Bush’s
new Citizens Corps volunteerism program, to
East Germany’s Stasi secret police network. In
a July 17, 2002 editorial, the Boston Globe
described Operation TIPS as “a scheme that
Joseph Stalin would have appreciated,” and
denounced the plan as a “vile” and “anti-
American” idea.52

Members of Congress expressed similar senti-
ments. In a Senate Judiciary Committee hear-
ing on July 25, 2002, Senator Patrick Leahy
compared TIPS to a 1960s FBI informant pro-
gram in which neighbors were hired to spy
upon suspected political activists. As he told
the Attorney General, who was appearing
before the committee, “It was a very, very
sorry time in our history.”53 At the same hear-
ing, Republican Senator Orrin Hatch told the
Attorney General, “We don’t want to see a
1984 Orwellian-type situation here, where
neighbors are reporting on neighbors.”54

On July 18, 2002, Republican Representative
Dick Armey, the House Majority leader, took
steps to ban Operation TIPS in the House legis-
lation to create a Homeland Security
Department.55 As the chair of the House Select
Committee on Homeland Security, Armey
added language to the bill to prevent the
Justice Department from initiating Operation
TIPS. In his summary of the bill, he explained
that he had acted “[t]o ensure that no operation
of the department can be construed to pro-
mote citizens spying on one another.”56

The TIPS program has also been denounced by
conservative activists. Phyllis Schlafly, the
leader of the Eagle Forum, has said that the
proposal would “institutionalize a federal sys-
tem of informers.”57 The Rutherford Institute
also panned the program, commenting:

What [Operation TIPS] means for the average citizen
is that whatever you read, eat or do – in the privacy
of your home or out in public – will now be suspect
in the eyes of your cable repairman, postal carrier,
meter man or others who, by way of the services
they provide, will have access to your home.58

Despite widespread criticism, administration
officials said only that the scheduled launch of
the program would be postponed until after
Congress returned from recess in September.59

In early September, the official website of the
U.S. Citizens Corps continued to include a fact
sheet on Operation TIPS, which makes no refer-
ence to congressional measures to stop the
program. The website merely announces that
“[t]he program is scheduled to be operational in
the fall of 2002 as one of the new Citizen
Corps programs.”60 Furthermore, it emerged in
late August that the Justice Department is now
considering a deal with a private company to
operate the program, a move which would only
deepen accountability concerns.61
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Chapter 3
T R E A T M E N T  O F  I M M I G R A N T S ,

R E F U G E E S  A N D  M I N O R I T I E S

INTRODUCTION

IImmediately after September 11, the United
States’ national program to admit refugees
fleeing persecution around the world was 

shut down completely for almost three months,
stranding more than 22,000 refugees who had
already been told they could come to the United
States. At the same time, the U.S. government
began an intensive effort to apprehend accom-
plices and prevent another attack. Thousands of
people who had nothing to do with terrorism –
mostly non-citizens – were trapped in a hastily-
cast net. Nearly 1,200 people were detained,
mostly Arab, South Asian and Muslim men. Most
of the detainees caught up in the initial investi-
gation have now been deported. And to date,
only 23,497 refugees out of 70,000 that were
to have been admitted into the United States
this fiscal year have arrived.

REFUGEE RESETTLEMENT PROGRAM 
SHUT DOWN 62

For more than two decades, the United States
has accepted an average of about 90,000
refugees a year in its resettlement program.
Refugees must undergo a long application
process – including interviews and security
checks – to be accepted for resettlement. In
the United States, church groups and other vol-
untary agencies meet the arriving refugees at
the airport and help them to find jobs and
schools. Most of them are women and children.

Refugees were already the most-scrutinized
group of non-citizens coming into the United
States. But after September 11, the program
was shut down for nearly three months while
the Administration conducted a security review. 

Some 22,000 refugees who had already been
accepted to come to the United States – in
many cases to join family members already
here – were told their long-awaited trips had
been canceled indefinitely. Many refugees were
trapped in homeless limbo after giving up their
old living quarters, unable to come to new
homes or to join people who awaited them.
And those stranded in Pakistan found them-
selves in extra danger because of anti-
American sentiment there. While the program
was shut down, almost no new refugees were
interviewed abroad.

The refugee resettlement program formally
resumed on December 11, 2001 with a flight
from Zagreb to Los Angeles, but this important
humanitarian program is still only a faint shadow
of its former self. The President signed a docu-
ment authorizing 70,000 refugees to be admit-
ted this fiscal year (ending September 30,
2002), but only 23,497 refugees have been
admitted so far.

It is particularly ironic that the attacks of
September 11 should have caused so much
hardship to such defenseless people as
refugees. As Senator Sam Brownback of
Kansas said in February, at a Senate hearing
on the slowdown of the refugee resettlement
program, “we cannot allow those events, which
have already caused so much death and sor-
row, to undermine our commitment to rescuing
the persecuted, the widow, and the orphan.”

THE POST SEPTEMBER 11 DETAINEES

In the weeks and months after September 11,
nearly 1,200 people, mostly Arab, South Asian
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and Muslim men, were detained as part of the
Department of Justice investigation into the
attacks. The authorities refused to disclose the
identities and locations of those detained.
Families, advocates, and organizations are still
struggling to obtain information about those
who remain in detention, as well as the many
who have been deported. 

Attorney General John Ashcroft characterized
these arrests and detentions as an important
step in the antiterrorism investigation.
Speaking in October 2001, the Attorney
General stated, “[O]ur anti-terrorism offensive
has arrested or detained nearly 1,000 individu-
als as part of the September 11 terrorism
investigation. Those who violated the law
remain in custody. Taking suspected terrorists
in violation of the law off the streets and keep-
ing them locked up is our clear strategy to pre-
vent terrorism within our borders.”63

Although the arrests and detentions were
described as part of the government’s “anti-ter-
rorism offensive,” few of those detained were
ever charged with criminal activity tied to the
investigation.64 The Attorney General’s generic
reference to the detainees as “suspected ter-
rorists” strains credulity. Many were deported
on non-criminal charges of overstaying a visa
or working more hours than is permitted on a
student visa. The majority of non-citizens
detained by the government were long-term
residents, business owners and taxpayers.
Many are married to U.S. citizens and have
U.S. citizen children.  

The Law

Most Americans cannot recite the Bill of
Rights, but all Americans are familiar with the
basic principles of fairness and due process
built into the U.S. Constitution including: the
right not to be arbitrarily detained and to chal-
lenge the lawfulness of detention in a court of
law; the right to a speedy hearing by a compe-
tent, independent and impartial tribunal; the
right to know the charges and evidence

against one; and protection against torture
and other cruel treatment or punishment.
These constitutional principles form the foun-
dation for international human rights treaties,
drafted with U.S. leadership and support.

The United States is a party to the International
Covenant on Civil and Political Rights (ICCPR)
which states that “No one shall be subjected to
arbitrary arrest or detention.”65 The circum-
stances of the government’s arrests and deten-
tions of non-citizens post-September 11 have
prompted human rights advocates to submit
complaints to international fora. The Human
Rights Clinic at Columbia University has submit-
ted a request to the Working Group on
Arbitrary Detention of the United Nations
Human Rights Commission asking that the
practices of the United States, as a party to
the ICCPR, be reviewed under international
standards for arbitrary detention.66

Preventive detention – detention prior to obtain-
ing evidence of crime or in advance of any
crime being committed – is contrary to these
international principles as well as to U.S. law. 

Preventive Detention

In announcing a new Foreign Terrorist Tracking
Task Force on October 31, 2001, the Attorney
General laid out an explicit strategy to exploit
his largely unused power to detain and deport
people for minor immigration status violations,
as well as the power to detain those who,
though not suspected of crime or immigration
violations, were believed by the government to
be “material witnesses” to crime. The govern-
ment’s theory appeared to be that, whether or
not a particular person posed a threat to the
United States, detention would prevent those
detained from proving to be a threat67 – an
“arrest and detain first, ask questions later”
approach. Using the term “suspected terrorist”
to refer to all those the government was detain-
ing, the Attorney General explained that:
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We will arrest and detain any suspected terrorist
who has violated the law. If suspects are found not
to have links to terrorism or not to have violated
the law, they’ll be released. But terrorists who are
in violation of the law will be convicted, in some
cases be deported, and in all cases be prevented
from doing further harm to Americans.68

The Justice Department targeted individuals
based on their gender, religion, ethnicity and
national origin. In many cases, only after they
were detained, were grounds sought to justify
arrest and, in those cases in which immigration
violations, however minor, could be identified,
individuals faced lengthy detention 
pending deportation.69

The last complete tally released by the U.S.
Department of Justice in early November
reported that 1,182 individuals had been
detained in the post-September 11 sweeps.70

At that point, the Department of Justice
announced that it would no longer release a
tally. Of that number, 752 were held on immi-
gration charges and 129 were held on criminal
charges. As of June 13, 2002, the number of
immigration detainees remaining was 74 and
the number of detainees held on federal crimi-
nal charges was 73.71 In a letter dated July 3,
2002, however, Assistant Attorney General
Daniel J. Bryant stated that 81 individuals
remained in detention on immigration charges
and 76 on criminal charges.72 The discrepan-
cies in these numbers raise questions as to
their accuracy. 

These numbers are inconclusive. Individuals
detained after November 8, 2001 – the date
that the Department of Justice announced it
would cease releasing a tally – are not included
in the original figure of 1,182. In addition,
those detained as a result of the “Absconder
Apprehension Initiative” (described below) are
not included. The Assistant Attorney General
states in his letter that as of May 29, 2002,
611 individuals have been subject to closed
hearings, in cases termed “special interest” by
federal authorities. 73 There has yet to be a

clear definition of what kinds of cases fit within
the “special interest” category. Access to more
detailed information remains the subject of liti-
gation under the Freedom of Information Act.

Information about the legal basis for the deten-
tions seeped out slowly. A small number were
detained on federal criminal charges for such
offenses as theft or credit card fraud, which
appeared unrelated to the attacks. At least
three dozen others were held as “material wit-
nesses” on the grounds that they may have
information that would be useful in a criminal or
grand jury proceeding. But the great majority
of detainees were held on routine immigration
violations, such as overstaying a visa.  

Criminal Detainees

Some of the detainees have been charged with
crimes such as possession of fraudulent docu-
ments, lying to a government official, or illegal
entry into the United States. Unlike those
charged with immigration violations, individuals
charged with a crime are entitled to a lawyer at
government expense if they cannot afford one
and are entitled to a speedy trial. Some of
those originally arrested for immigration viola-
tions reported that, once they were granted
release on bond by an immigration judge, crimi-
nal charges were filed which justified 
continued detention.74

In some cases, it appears that criminal charges
may have been filed in retaliation against
detainees who challenged their detention. For
example, Shakir Ali Baloch, a Canadian citizen,
was held in a maximum-security jail without
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charge or explanation for three and a half
months from September 20, 2001 to January
4, 2002. Immediately after his attorney filed a
habeas corpus petition, he was charged with
the criminal offense of illegally reentering the
United States.75

Material Witnesses

Several detainees were held as “material wit-
nesses” – individuals who the government
alleges may have information pertaining to a
criminal investigation. The law permits deten-
tion of a material witness to guarantee avail-
ability when testimony is needed in a criminal
proceeding, if the government can show that
the individual is a flight risk, or that the only
means of obtaining testimony is detention.76 If
the government does show a need to detain
the witness, the detention should not exceed
the amount of time necessary to secure the
testimony by deposition.77

Although material witnesses are not criminal
suspects, those detained in the September 11
investigation were reportedly interrogated as if
they were accused criminals and were detained
in conditions that were punitive in nature.78

Many of these detainees were never actually
required to testify in any court proceeding, and
depositions were not sought to secure their
testimony, raising doubts about the legitimacy
of the government’s assertions that they were
held as material witnesses to crime.79

Several of those detained under this provision
challenged their detention in court. In United
States of America v. Osama Awadallah, the use
of material witness warrants to detain individu-
als for potential testimony before a grand jury
was ruled unlawful.80 Awadallah is a lawful per-
manent resident in the United States and was
held in solitary confinement in the maximum-
security wing at the Metropolitan Correctional
Center in New York for 20 days, based solely
on a material witness warrant.81 The govern-
ment made several misrepresentations and
omissions in order to get an arrest warrant and,

during the time Awadallah was imprisoned, the
government failed to take steps to secure his
deposition. In ordering his release, Judge Shira
Scheindlin said that “since 1789, no Congress
has granted the government the authority to
imprison an innocent person in order to guaran-
tee that he will testify before a grand jury con-
ducting a criminal investigation.”82 The govern-
ment appealed the decision.

In a subsequent case in the same federal dis-
trict court in New York, In re the Application of
the United States for a Material Witness
Warrant, Judge Michael Mukasey reached a dif-
ferent conclusion. In this case, the judge
upheld the use of the material witness war-
rants, concluding that the government may
invoke the federal material witness statute to
obtain the detention of witnesses for grand
jury proceedings.83

Immigration Detainees

Immigration Enforcement vs. 
Criminal Justice System

The investigation into the September 11
attacks constituted a search for criminal sus-
pects. But the primary legal regime under
which this investigation has been conducted is
not the United States criminal code, but rather
the immigration enforcement system. The dis-
cretion given the government under the immi-
gration laws to arrest, detain and deport indi-
viduals is much broader than that under the
nation’s criminal justice system and provides
fewer protections against abuse. There is little
judicial oversight of the government’s decision
to detain an immigrant subject to deportation,
even for prolonged periods. And because immi-
gration proceedings are not considered crimi-
nal prosecutions, those detainees are not enti-
tled to legal representation unless they can
afford to retain counsel themselves.

The Administration has sought to exploit these
advantages under the immigration enforcement
system in order to keep people in jail for pro-
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longed periods without access to counsel or to
a judge, something it would not be entitled to do
under the criminal law.84 Prior to September 11,
individuals detained on minor immigration viola-
tions such as overstaying a visa, were routinely
released on bond pending their court hearing.
But since September 11, the Department of
Justice has exercised its authority to prevent
release on bond and to prolong detention. Of the
nearly 1,200 detainees accounted for by the
government, 718 were reported to have been
charged with immigration violations.85

Basis for Detention

The Department of Justice now has expanded
authority that makes it easier to extend the
length of detention pending deportation. This
has allowed more time for the government to
search for evidence on the chance that it might
discover links between immigration detainees
and the September 11 attacks. This strategy,
while it has caused great hardship to those in
detention and their families, appears to have
yielded few terrorism suspects and few leads
in the investigation. 

USA PATRIOT Act

After relatively little Congressional debate, the
USA PATRIOT Act was signed into law on October
26, 2001. The Act granted unprecedented new
powers (though not as broad as those initially
requested by the administration) to the Attorney
General to detain non-citizens he certifies as a
suspected terrorist. Congress included some
important safeguards against abuse of this
power. For example, the Attorney General must
charge a detainee with a crime, initiate immigra-
tion procedures for deportation, or release the
individual within seven days of detention; the
Attorney General’s certification of an individual as
a suspected terrorist must be reviewed every six
months and either renewed or revoked; the sub-
stantive basis for the Attorney General’s certifica-
tion is subject to judicial review; and he must
report to Congress every six months specific
details about the use of these new powers.

Even with these safeguards, the new powers
raise serious concerns about the potential for
abuse. The USA PATRIOT Act could result in
long-term detention of non-citizens who have
never been charged with a crime but who have
violated their immigration status in some way.
The USA PATRIOT Act did not specify what
process the Attorney General must follow in
making and reviewing the decision to certify an
individual as a suspected terrorist. Nor did it
provide guidance to the courts on what evi-
dence they should consider in assessing the
reasonableness of the Attorney General’s deci-
sion, whether detainees will have access to the
evidence on which such decisions are based
and the standards for review of such evidence.
Although some provisions of the USA PATRIOT
Act contained sunset provisions under which
the new measures will automatically expire
after a certain period, there is no sunset provi-
sion attached to these new detention powers.
They are now a permanent feature of our law,
and it will take another act of Congress to
repeal them.

New Regulatory Authority

The new detention powers of the USA PATRIOT
Act were the most controversial provisions con-
tained in the new law. What little debate there
was in Congress about the Act centered mostly
on these provisions. Although the administration
pressed hard for these expanded powers, in the
more than ten months since they have had
them, they have yet to use them even once.
Perhaps because of the judicial review and con-
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gressional oversight amendments passed by
Congress as part of the Act, the government
has chosen instead to rely on regulatory author-
ity to accomplish the same goals. 

On September 17, 2001, the Attorney General
issued a regulation increasing from 24 to 48
the number of hours the INS could detain
someone without charge. In addition, the regu-
lation authorized detention without charge for
an unspecified additional “reasonable period of
time” in the event of an “emergency or other
extraordinary circumstance.”86 Unlike the USA
PATRIOT Act provision, this regulatory authority
is not limited to detainees suspected of terror-
ist activity. Determining what “reasonable”
means or what constitutes an “emergency” or
“extraordinary circumstance” is left open to
interpretation by individual INS officers. There
are no meaningful checks on INS authority
under this regulation. 

Documents released by the INS in response to
litigation under the Freedom of Information Act
provide a window into the abuse that can flour-
ish under such blanket detention authority. Of
718 so-called “special interest” detainees being
held on immigration violations, 317 were held
without charge for more than 48 hours. In 36 of
those cases, individuals were held for 28 days
or more before being charged. Thirteen people
were held for more than 40 days without charge
and nine were held for more than 50 days. The
longest period of detention without charge was
the case of a man from Saudi Arabia who was
held for 119 days without charge.87

These figures represent only a partial picture.
According to lawyers representing a number of
detainees, it is now common for the INS to fail
to charge individuals within the prescribed 48
hours.88 The bipartisan effort in Congress to
include in the USA PATRIOT Act a seven-day
charge requirement to curb abuse of new gov-
ernment powers has been completely ineffectu-
al. Current practice under INS regulations
involves detention without charge not only for a
week, but for months. 

Another regulation providing expanded detention
powers to the INS, which took effect on
October 29, 2001, gives the Executive Office
for Immigration Review expanded authority to
suspend, at the request of the INS, an immigra-
tion judge’s decision that a detainee should be
released on bond.89 Prior to this rule, once an
alien was ordered released on bond by an immi-
gration judge, the INS could request a stay only
in limited circumstances involving aliens subject
to mandatory detention, such as those convict-
ed of certain aggravated felonies. The new reg-
ulation expands this authority to include any
case where an alien has been detained while
removal proceedings were pending or where
bond has been set at $10,000 or more. Under
these regulations, an INS trial attorney (the
prosecutor in immigration proceedings) is
authorized, in effect, to overrule the judge’s
order that a detainee be released. There is no
requirement that the individual be suspected of
a crime or terrorist activity. As the appeal
process is lengthy, and bond in post-September
11 cases has routinely been high, the result has
been prolonged periods of detention. 90

The automatic stay rule was recently declared
a violation of due process by a district court
judge in the case of Almonte-Vargas v. Kenneth
Elwood. Judge R. Barclay Surrick stated in his
decision that due process is not satisfied
where an individualized custody determination
is “effectively a charade.”91

Failure to Get “Clearance”

Detainees otherwise eligible for release on
bond were regularly denied parole based on
an obscure declaration by the government
that they had not received “clearance,” a
process that has still not been explained. It
appears that “clearance” is what is granted
when the authorities have ruled out the possi-
bility of any connection between the detainee
and terrorist activity. Records on the opera-
tion of this procedure are unavailable to the
public or the courts. This practice turns the
presumption of innocence on its head.
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Essentially, a detainee is presumed guilty until
proven innocent.

Access to Counsel

Although not entitled to court-appointed coun-
sel, immigration detainees are entitled to have
access to counsel at their own expense. In
ordinary times, the immigration system is near-
ly impossible to navigate without a lawyer. But
since September 11, with the government’s
panoply of new powers and commitment to
aggressive enforcement, detainees are particu-
larly disadvantaged if they are without legal
representation. Obviously, detention impedes
the ability to access counsel, but INS rules
require that detainees be informed of their right
to counsel and about resources available for
pro bono representation; provided with access
to telephones free of charge for legal calls;
and provided appropriate time for visits from
their attorney.92

After September 11, however, immigration
detainees have faced greater obstacles to
accessing legal representation, including: very
limited access to telephones (detainees in
Passaic County Jail were allowed only one
phone call to an attorney per week) and in
some instances collect calling only; outdated
phone lists for legal service organizations; fail-
ure to provide detainees with the handbooks
that contain the information they need to find
counsel; and restrictions on lawyers trying to
gain access to clients or prospective clients.93

In addition to these practical obstacles to
effective access to counsel, the Attorney
General has issued a new directive authorizing
the government to listen in on attorney-client
conversations in situations where it suspects
the communication may facilitate criminal acts.
The government already had the authority to do
this, but that power was tempered by a require-
ment that it first make a showing to a judge
that such monitoring was necessary. Now, the
executive branch has the power to unilaterally
make such decisions, without oversight by the

judiciary.94 The new rule requires the govern-
ment to notify attorneys and their clients in
advance when monitoring will occur, making it
unlikely that the government will gain any useful
information about terrorist plots. But the rule is
likely to significantly disrupt attorney-client
communications, and infringe on what the
Supreme Court has described as “the oldest of
the privileges for confidential communications
known to the common law,” designed “to
encourage full and frank communication
between attorneys and their clients and thereby
promote broader public interests in the obser-
vance of law and administration of justice.”95

Secrecy 

The government has sought to keep secret the
names of the people it has in detention and the
charges, if any, on which they are being held.
Various rationales have been offered in defense
of this policy, ranging from concern for the priva-
cy of the detainees to fear that releasing informa-
tion about who the government has in custody
would tip off the terrorist network about U.S.
investigative strategy. But many sectors of the
public, including the media, public interest
groups, and members of Congress, have sought
access to this information.

The ACLU filed a lawsuit seeking release of the
names of detainees being held at two county
jails in New Jersey, under a state law which
“stipulates that the names and the dates of
entry of all inmates in county jails, without
exception, ‘shall be open to public inspection.’”96
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New Jersey Superior Court Judge Arthur D’Italia
ruled against the government, calling secret
detentions “odious to a democratic society.” In
response to the ruling, the Department of
Justice issued a new regulation prohibiting state
authorities from releasing information about
immigration detainees.97 The state court ruling
ordering release of the information was effec-
tively overruled by the Justice Department.

At the federal level, a coalition of organizations
led by the Center for National Security Studies
filed suit in federal district court in the District
of Columbia against the Department of Justice
to seek responses to their request for informa-
tion about the detainees under the Freedom of
Information Act. Holding that “[s]ecret arrests
are profoundly antithetical to the bedrock val-
ues that characterize a free and open [society]
such as ours,”98 and noting that none of the
detainees held on immigration charges had
been tied to terrorism, Judge Gladys Kessler
ordered the government to release the names
of detainees and their lawyers. “The first priori-
ty of the judicial branch must be to ensure that
our government always operates within the
statutory and constitutional constraints which
distinguish a democracy from a dictatorship,”99

Judge Kessler said. The Justice Department
refused to comply and appealed the decision. 

In addition to withholding the names of
detainees, the Attorney General has also
asserted the power to close immigration hear-
ings to the public, including to families of the
detainees, in cases of “special interest” to the
government. The government has not revealed
the criteria by which it classifies a case being
of “special interest.” Instructions on how to
comply with the Attorney General’s order that
certain hearings be held in secret are con-
tained in a September 21, 2001 memorandum
issued by Chief Immigration Judge Michael J.
Creppy.100 The internal memorandum instructs
immigration judges to: paper over windows in
their courtrooms; deny access to visitors, fami-
ly and the press; remove cases from the dock-
et list; and change computerized docket sys-

tems to ensure that case names and other
information do not appear in any publicly
accessible format. 

As it did in defense of its policy of withholding
the names of detainees, the government
asserted a dual purpose in holding secret hear-
ings in “special interest” cases: avoiding set-
backs to the terrorism investigation and pro-
tecting the privacy interests of the detainee.101

But lawyers for detainees subject to these
measures believe that a secrecy order casts
suspicion on their clients which may affect their
client’s ability to get a fair hearing. As a practi-
cal matter, the secrecy provisions of the
Creppy memorandum have made it more diffi-
cult for lawyers to get information, ordinarily
available through an automated information
system, on the status of a prospective client’s
case or even where upcoming hearings will
be held.

When the Justice Department designated the
case of Rabih Haddad, a well-known Muslim
cleric in Michigan, as a “special interest” case
and closed his immigration proceedings to the
public, Representative John Conyers (D-MI), the
ACLU and the Detroit Free Press joined other
members of the public in challenging the gov-
ernment’s policy of closed hearings. Federal
District Judge Nancy G. Edmunds ruled that
blanket closure of deportation hearings 
was unconstitutional.102

A parallel case in New Jersey challenging the
policy, New Jersey Media Group v. Ashcroft,
reached similar conclusions.103 Federal District
Judge John W. Bissell held that the government
provided no evidence to support the claim that
a blanket closure was necessary, and it already
had a framework to close sensitive cases
based on individualized determinations or risk.
In addition, the claim that the closed hearings
were aimed to protect the privacy of detainees
was unsubstantiated. Many of the detainees did
not want this protection and felt disadvantaged
by the policy. 
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Undeterred by adverse rulings in federal court,
the Department of Justice issued a new regula-
tion attempting to ensure its ability to hold
secret hearings.104 Under the new measure,
immigration judges are directed to grant “pro-
tective orders” on a case-by-case basis to bar
disclosure of information which the government
wants kept secret. The regulation seeks to
replicate the effect of the Creppy memoran-
dum, while addressing the concerns reflected
in court decisions about a lack of case-by-case
determinations of risk.

The government also sought to preserve its
power to close all “special interest” cases by
appealing its loss in the Rabih Haddad case to
the U.S. Court of Appeals for the Sixth Circuit.
But on August 26, 2002, the Sixth Circuit
affirmed the lower court’s ruling and held “the
blanket closure of deportation hearings in ‘spe-
cial interest’ cases unconstitutional.”105 Judge
Damon J. Keith, who wrote the opinion, stated
that, by asserting “national security” concerns, 

the Government seeks a process where it may, with-
out review, designate certain classes of cases as
“special interest cases” and, behind closed doors,
adjudicate the merits of these cases to deprive non-
citizens of their fundamental liberty interests….
This, we simply may not countenance. A government
operating in the shadow of secrecy stands in com-
plete opposition to the society envisioned by the
Framers of our Constitution.106 

NEW HARDSHIP FOR REFUGEES 
SEEKING ASYLUM 

The legal and procedural requirements for a
refugee to gain asylum in the United States are
rigorous. But many of the measures instituted
by the government since September 11 have
made it even more difficult for those fleeing
repressive governments to find safe haven here.

New Limits on Administrative Review

The most sweeping change that will impact asy-
lum seekers is a new Department of Justice

regulation which goes into effect on September
25, 2002.107 The regulation fundamentally
alters the process by which asylum seekers,
and other immigrants, can appeal immigration
judge decisions. The regulation will drastically
curtail the authority of the Board of Immigration
Appeals (BIA) – the only administrative appellate
body for immigration cases – to review deci-
sions of immigration judges. The regulation
eliminates in most cases the BIA’s authority to
take a fresh look at immigration judge conclu-
sions, a crucial safeguard in asylum cases, and
encourages the issuance of “summary orders,”
mere rubber stamps of immigration judge deci-
sions. Advocates for refugees criticized these
measures when they were first proposed in
February, arguing they would severely under-
mine the asylum appellate process and would
deprive asylum seekers of a meaningful appel-
late review.108 None of the amendments pro-
posed by the Lawyers Committee and other
advocacy groups were adopted by the govern-
ment in the final regulation.

Forcing Canada-bound Asylum Seekers to
Apply in the United States.

Another measure that will adversely impact
refugees seeking asylum stems from a
December 3, 2001 agreement between the
United States and Canada to better coordinate
security issues along the northern border. 109

As part of the negotiations over this border
security agreement, the two countries are
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poised to sign a side agreement that would
largely prohibit refugees from seeking asylum
except in the country they first entered.
Although this provision has nothing to do with
security, it is reportedly being sought by the
Canadians, since many asylum seekers in
Canada transited through the United States
first. The net result of such an agreement will
be to increase the number of asylum seekers
in the U.S. system. This would not seem to be
in the interests of the United States, but report-
edly the United States is prepared to sign the
agreement in exchange for Canada’s agree-
ment on other measures desired by the United
States. But the agreement will cause unneces-
sary hardship for asylum seekers who must –
because of flight patterns – transit through the
United States before traveling on to Canada to
reunite with family in Canada.110

More Restrictions on Parole from Detention

Under the harsh provisions of a 1996 immigra-
tion law, asylum seekers who arrive without valid
travel papers must be detained until they articu-
late a credible fear of persecution, at which time
they are eligible for release on parole, provided
they satisfy certain requirements. But INS parole
practices, which are routinely arbitrary and abu-
sive, have become even more restrictive since
September 11. This is likely the result of a mem-
orandum issued by the INS in November 2001,
which states that “[d]uring the nation’s height-
ened security alert and until further notice,”
District Director (or other specified) approval is
required in order to parole aliens or take certain
other actions. The memorandum states that:
“discretion [to release] should be applied only in
cases where inadmissibility is technical in nature
(i.e., documentary or paperwork deficiencies), or
where the national interest, law enforcement
interests, or compelling humanitarian circum-
stances require the subject’s entry in the United
States ….” The memorandum states that it does
not change existing statutory and regulatory
standards for parole,111 but since parole deci-
sions by the INS are discretionary and not sub-
ject to review by a judge, the November memo-

randum is likely seen by parole decision-makers
as a further invitation to refuse parole requests. 

DISCRIMINATION

One of the core values of American culture and
democracy is that all persons should be treated
equally without regard to race, religion, ethnicity,
sex, or national origin. The Fourteenth
Amendment to the United States Constitution
states, “No State shall…deprive any person of
life, liberty, or property, without due process of
law; nor deny to any person within its jurisdiction
the equal protection of the laws.” This principle
of non-discrimination also forms the foundation
on which all international human rights norms
are based. The United States is a party to the
Convention Against all forms of Racial
Discrimination (CERD), an international treaty
which aims to ensure that human rights are
enjoyed without discrimination based on race.112

Prior to September 11, there was a growing con-
sensus in the United States that racial profiling, a
law enforcement technique directed largely at peo-
ple because of their color rather than their behav-
ior, was not only in conflict with American values
but was not an effective law enforcement tech-
nique. But since September 11, many people, pri-
marily Arabs, Muslims and South Asians, have been
targeted for discriminatory treatment in law
enforcement and by private individuals, not
because of their behavior, but because of their reli-
gion, national origin, ethnicity or color. Many have
been the target of harassment and hate crimes.

On November 9, 2001, Attorney General
Ashcroft issued a directive to members of Anti-
Terrorism Task Forces instructing them to inter-
view 5,000 men, 18 to 33 years old, who had
entered the United States on non-immigrant
visas in the past two years and come from
countries in “which intelligence indicated al
Qaeda terrorist presence or activity.”113 The
Justice Department’s list of the young men tar-
geted for government questioning was com-
piled strictly on the basis of national origin. It
was announced that the interviews were volun-
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tary, but many questioned how voluntary such
interrogations were for most people, who
feared that a failure to cooperate with the FBI
could render them subject to detention.114

While these interviews were underway, hun-
dreds of Muslim and Arab men had already
been detained in the investigative sweeps by
the FBI and Joint Terrorism Task Forces.

In February 2002, the Attorney General
announced another program, the “Absconder
Apprehension Initiative.” The program places
new priority on tracking down and deporting
people who have already been ordered deport-
ed and failed to leave the country. But the pro-
gram prioritizes only those from particular Arab
and Muslim countries.115 The names of 6,000
Arab and Muslim non-citizens are being added
to the National Instant Criminal Background
Check System, which will alert police to the
outstanding deportation order. 

By April, the Justice Department announced that
a plan passed by Congress in the 1996 Illegal
Immigration Reform and Immigrant Responsibility
Act, but never before finalized, would be put into
effect by new regulations giving local police the
authority to enforce immigration laws. This move
was highly controversial, not only in immigrant
communities but with many police departments
as well who were concerned that it might encour-
age racial and ethnic profiling and would have a
negative impact on public safety by making immi-
grants fearful of the police. The plan was final-
ized by a regulation that went into effect on
August 23, 2002, and allows the Attorney
General to deputize local police officers with
authority over immigration only in certain circum-
stances.116 Although the new policy is more limit-
ed than originally proposed, concerns about the
potential adverse effect on relations between
police and immigrant communities persist.
“We’ve spent decades establishing trust...with
our very diverse immigrant communities,” says a
San Diego Police spokesman. “If there is an
immigration emergency tied to criminal activity,
of course we’ll assist. But if it is simply an immi-
gration violation...we will not be involved.”117

In June 2002, the Attorney General proposed a
new regulation creating the “Entry-Exit
Registration System,” a program to better
track the entry and exit of visitors to the United
States. But the plan will apply only to nationals
of Iraq, Iran, Libya, Sudan and Syria, as well as
to “nonimmigrant aliens whom the State
Department determines to present an elevated
national security risk, based on criteria reflect-
ing current intelligence.”118 It remains to be
seen who will fall in the latter category. The
regulation, which was made final in August
2002, requires all nationals from the designat-
ed countries to register with the government
and be fingerprinted; failure to register is a
deportable offense.119

In July 2002, the Justice Department
announced added penalties for non-citizens
who fail to report address changes within 10
days of moving.120 In the past, the INS was
notorious for failing to keep track of change-of-
address forms and often lost them; media
reports around the time of the announcement
about the new penalties stated that there were
warehouses full of INS address change forms
that had never been entered into the INS data-
base. The new policy raised concerns that the
Justice Department was simply seeking to mul-
tiply the number of and penalties for technical
immigration violations so that they could be
exploited to deport individuals against whom
the government had no evidence of wrongdoing.
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Career officials in federal law enforcement are
concerned that many of these policies, which
have generated such distrust and fear in Arab
and Muslim communities, are simply ineffec-
tive. Vincent Cannistraro, former head of coun-
terterrorism at the CIA, believes the FBI’s deci-
sion to round up 5,000 Arabs for questioning is
“counter-productive. It alienates the very com-
munity whose cooperation you need to get
good intelligence.”121 He adds, “It is a false
lead. It may be intuitive to stereotype people,
but profiling is too crude to be effective. I can’t
think of any examples where profiling has
caught a terrorist.”122

From secret mass arrests, to the “voluntary”
interviews of thousands, to fingerprinting and
registration for those legally here, to selective
enforcement against those who have been held
deportable, Arabs, South Asians and Muslims –
mostly immigrants – have borne the brunt of
many of the government’s new police powers.
President Bush declared that the war on terror-
ism would not be a war on immigrants. But sub-
sequent policies pursued by the Administration
make that declaration ring hollow.

In addition to the impact of discriminatory gov-
ernment policies, in the first weeks after the
September 11 attacks a violent backlash erupt-
ed against individuals who were perceived to
be Arab or Muslim. Members of these commu-
nities were insulted, threatened, intimidated
and even murdered. Government leaders,
including the President and the Attorney
General, spoke out forcefully against these
crimes. Two days after the attacks, Attorney
General Ashcroft warned, “We must not
descend to the level of those who perpetrated
Tuesday’s violence by targeting individuals
based on their race, their religion, or their
national origin. Such reports of violence and
threats are in direct opposition to the very prin-
ciples and laws of the United States and will
not be tolerated.”123 In remarks delivered at
the Islamic Center on September 17, 2001,
President Bush said “Those who feel like they
can intimidate our fellow citizens to take out

their anger don’t represent the best of
America, they represent the worst of
humankind, and they should be ashamed of
that kind of behavior.”124

Despite these admonitions, the abuse contin-
ues. The Justice Department has opened more
than 380 investigations into violence or threats
against Arab Americans, Muslim Americans,
Sikh Americans, South-Asian Americans, and
those perceived to be members of these com-
munities since September 11.125 The Civil
Rights Division reports that the “allegations
include telephone, internet, mail, and face-to-
face threats; minor assaults, assaults with dan-
gerous weapons, and assaults resulting in seri-
ous injury and death; and vandalism, shootings,
and bombings directed at homes, businesses,
and places of worship.”126 In addition to its
efforts to educate communities at risk of this
violence about how to protect themselves, the
Civil Rights Divisions has focused considerable
resources towards bringing perpetrators of
these hate crimes to justice. Approximately 70
state and local criminal prosecutions have been
initiated against approximately 80 defendants.
Federal charges have been brought in 10
cases involving 12 defendants.127

These efforts to condemn and combat violent
attacks against minorities are important and
laudable. But government policies that target
immigrants in these same communities for dis-
criminatory treatment and selective prosecution
must be seen as helping to perpetuate an envi-
ronment in which scapegoating and bias are
likely to continue.
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Chapter 4
T H E  S E C U R I T Y  D E T A I N E E S  A N D

T H E  C R I M I N A L  J U S T I C E  S Y S T E M

INTRODUCTION

TThe prosecution of the war in Afghanistan
has resulted in the detention by the United
States of citizens of at least 43 other coun-

tries. Almost 600 of these suspects have been
transferred to detention and interrogation facili-
ties on the United States Naval Base at
Guantanamo, Cuba. At the same time, police
action within the United States has resulted in
the detention, without charge, of others, includ-
ing U.S. citizens, suspected of links with the al
Qaeda organization. At least two U.S. citizens
are being held without charge or trial in U.S.
military custody. The executive has maintained
that both U.S. citizens and non-citizens sus-
pected of collaboration with the Taliban or al
Qaeda can be held indefinitely as “enemy com-
batants.” As such they are being held without a
court order or judicial review of the legality of
their arrest. These prisoners are being held
incommunicado, without access to counsel, in
military custody. 

The names of the detainees have not been
released. Six months after most of the trans-
fers, officials have acknowledged that no one
detained at Guantanamo has been identified as
a high-level al Qaeda member. None has been
charged with any crime.

On a positive note, in recent months the admin-
istration has begun to rely more on the criminal
courts to adjudicate national security cases.
One U.S. citizen detained in Afghanistan, John
Walker Lindh, was charged with crimes based
on his incorporation into the Taliban’s forces.
He was convicted by a civilian court after hav-
ing agreed not to contest the case. The gov-
ernment is also prosecuting Zacarias
Moussaouai and Richard Reid. In recent weeks, 

four foreign nationals detained in the United
States as suspects in the planning of violent
political attacks, some of whom were held for
long periods without charge, have now been
indicted by a federal court in Michigan. Another
U.S. citizen, James Ujaama, was indicted in
Washington State.

But, on a parallel track, in November 2001,
President Bush issued a Military Order to cre-
ate extraordinary military tribunals, called mili-
tary commissions. The special tribunals were
authorized to try non-citizen suspects seized in
military and police actions under truncated pro-
cedures that do not comply with the standards
of U.S. military justice. The plan to create
these military commissions met with wide-
spread criticism from across the political spec-
trum. In part because of this reaction, no case
has yet been brought before these tribunals. 

THE LEGAL FRAMEWORK

International humanitarian law, or the law of
war, grew out of a need to codify principles
developed over centuries to make wars less
inhumane. Humanitarian law outlaws practices
of brutality and inhumanity that all states agree
have little or no utilitarian value toward the
rational end of a belligerent party: destroying
the enemy’s ability to continue military resist-
ance. By eliminating unnecessary suffering
attendant to war and protecting those who are
not, or – as in the case of the wounded or pris-
oners of war – are no longer, participants in the
fighting, humanitarian law created incentives for
defeated armies to surrender rather than fight
needlessly to the death. It also helped preserve
human and material wealth on both sides of a
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conflict whose destruction had no significant
impact on the war’s outcome. Finally, it facilitat-
ed peacemaking at the conclusion of hostilities,
by mitigating the grounds for mutual rancor.
The most comprehensive and universal expres-
sion of international humanitarian law is in the
four Geneva Conventions of 1949. 

The Geneva Conventions serve as an overlay to
the broader body of international human rights
law, which sets forth the minimum rights of
every human being, at all times. Human rights
law is contained in numerous instruments and
unwritten traditions and practices (customary
international law). Among the most important
instruments of international human rights law is
the International Covenant on Civil and Political
Rights, which sets forth the minimum rights rec-
ognized by states parties as applicable “to all
individuals within [their] territory and subject to
[their] jurisdiction...without distinction of any
kind, such as race, colour, sex, language, reli-
gion, political or other opinion, national or
social origin, property, birth or other status.”128

Another crucial instrument of human rights law
is the Convention Against Torture and Other
Cruel, Inhuman or Degrading Treatment or
Punishment.129 The United States is a party to
both of these conventions and legally bound by
their provisions. While some elements of human
rights law may be derogated from in times of
war, human rights law itself continues to apply
at all times, in war as in peace.

Finally, each state has its own national laws,
including constitutions, statutes and judicial
case law. These too establish basic rights,
norms of treatment, and other kinds of legal
obligation. For the United States, the U.S.
Constitution is the most important source of
standards for the rights of Americans and oth-
ers within or linked to the United States.

Perpetual War or National Emergency? 

One important principle of humanitarian law is
that prisoners of war and other enemy belliger-
ents may for security reasons be kept in deten-

tion until the “cessation of active hostilities.”130

This raises a troublesome question relative to
both the status of detainees seized in the con-
text of the United States’ antiterrorism meas-
ures and the broader emergency measures
taken domestically. The ongoing investigations
and police actions have been described by U.S.
officials as part of a “war against international
terrorism,” but increasingly, they are taking
place at home, outside of the immediate con-
text of armed conflict. To a large extent, the
relevant standards to apply to the domestic
dimension of these measures are to be found
in international human rights law and not in
humanitarian law. 

All indications from the administration are that
they conceive of their ‘emergency’ measures as
long-term. As one official put it, “We’d rather
be safe than sorry. The administration didn’t
want to be in the position of conceding power
we may need five years from now, because we
don’t know what the war will be like five years
from now.”131 The administration is reluctant to
acknowledge that far from protecting powers
traditionally held by the executive, they are
actually effecting a major shift in balance of
powers among the three branches of govern-
ment. And in doing so, they are asserting
broad authorities that should, under both
domestic and international law, be wielded
sparingly, only to the extent strictly required by
the circumstances, and in all cases subject to
judicial monitoring and review.

GUANTANAMO: PRISONERS OF WAR 
OR DETAINEES?

The first U.S. aircraft bearing prisoners from
Afghanistan left that country on January 11,
taking 20 Taliban and al Qaeda suspects to the
United States’ naval base at Guantanamo Bay,
Cuba, to be joined within days by scores more.
By mid-August, some 598 suspected Taliban
and al Qaeda prisoners from at least 43 coun-
tries had been transferred to the U.S. base at
Guantanamo, where they were held in the pris-
oner compound.132 Most had been captured in
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or near the battlefield theater, in Afghanistan or
Pakistan. Some, however, came from further
afield, such as the six Algerian detainees
arrested and transported to Guantanamo from
Bosnia, after a local court had ordered their
release for lack of evidence – reportedly
sought in connection with an al Qaeda plot to
blow up the American Embassy in Sarajevo.133

At least one detainee has been sent home due
to mental illness, and an unknown number have
been secretly transferred to other countries.
Officials are preparing accommodations for up
to 2,000 inmates.134 The Defense Department
has indicated that many of the detainees can
expect to be kept in Guantanamo until the end
of the war against terrorism, a war that shows
no sign of ending any time soon.135

The Geneva Conventions and the 
Guantanamo Detainees

The Geneva Conventions apply to the actions in
war of the United States and every other state,
whatever the circumstances. What is at issue is
to determine, based on objective criteria, which
particular provisions of the Geneva Conventions
apply to which particular individuals. The funda-
mental distinction made in the laws of war is
between civilians (and certain other non-
belligerents) and combatants. Combatants are
authorized to employ violence in combat and
are, in turn, themselves lawful targets for
enemy forces. Conversely, the law prohibits
combatants from targeting civilians, but civilians
may not lawfully participate in combat.

The International Committee of the Red Cross
has said that the “general principle” of the
Geneva Conventions is that:

Every person in enemy hands must have some status
under international law; he is either a prisoner of
war…covered by the Third Convention, a civilian cov-
ered by the Fourth Convention, or...a member of the
medical personnel of the armed forces covered by
the First Convention. There is no intermediate status;
nobody in enemy hands can be outside the law.136

Because the application of specific provisions
of the Geneva Conventions turns on an individ-
ual’s status as civilian or combatant, the
Conventions set out clear guidelines for making
that determination. The Third Geneva
Convention requires that there be an individual-
ized hearing by a “competent tribunal” should
there be “any doubt” whether a detained indi-
vidual is a civilian or a combatant, and sets out
the standards upon which the determination is
to be made. The United States has long com-
plied with these procedures,137 and thousands
of such hearings were held in the Vietnam138

and Gulf wars.

Under article 4 of the Third Geneva Convention,
generally, those entitled to prisoner of war sta-
tus are “members of the armed forces of a
conflict, as well as members of militias or vol-
unteer corps forming part of such armed
forces”; in addition, “members of other militias
and members of other volunteer corps…
belonging to a Party to the conflict” are recog-
nized as prisoners of war if their organization
satisfies four conditions: organized with a
responsible chain of command; use of a dis-
tinctive sign (or uniform) distinguishing them
from civilians; carrying arms openly; and gener-
ally complying with the laws of war. Until the
competent tribunal has reached its determina-
tion, detainees must be presumed to be 
prisoners of war.

In a status hearing under the Geneva
Conventions, a detainee may also seek to
demonstrate that the factual circumstances of
his arrest may have been misleading and that
he is not a member of a hostile fighting force
at all. For example, a prisoner may have been
captured on a tip from an Afghan source with
an ulterior motive to harm him.

A prisoner of war cannot be tried for his use of
violence in the conduct of the war – what is
known as the combatant’s privilege. But the
combatant’s privilege does not include the right
to violate the laws of war or commit other
international crimes, and, if the facts warrant, a
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prisoner of war can be tried for war crimes or
crimes against humanity. When tried for such a
crime, a prisoner of war is entitled to the same
procedural rights as a member of the detaining
state’s military would receive in the same cir-
cumstances.139 For prisoners held by the
United States, this would be a court martial.
Even if convicted and sentenced for such
crimes, a prisoner of war does not lose his
prisoner of war status. “Prisoners of war prose-
cuted under the laws of the Detaining Power
for acts committed prior to capture shall
retain…the benefits of the present
Convention.”140 A prisoner of war may be
detained until the end of the hostilities even if
he is charged with no crime.141

By contrast, a civilian who participates in hostili-
ties does “not enjoy immunity under the law of
war for his violent conduct and can be tried and
punished under civil law for his belligerent acts.”
Thus, if the battlefield “competent tribunal”
determines an individual has participated in hos-
tilities but does not qualify as a “privileged com-
batant” (and so as a prisoner of war), he may be
prosecuted for his mere participation in the hos-
tilities. However, such individuals “do not lose
their protection as civilians under the [1949
Geneva Convention Relative to the Protection of
Civilian Persons in Time of War (the Fourth
Geneva Convention)] if they are captured.”142

Moreover, in appropriate circumstances, if the
tribunal determines there is probable cause to
believe the civilian may have committed a war
crime or other serious violation of international
law, the civilian may be detained for further
investigation and/or prosecution for those
acts. Even in such circumstances, however, the
suspect continues to retain his rights as a civil-
ian under the Fourth Convention, and, in addi-
tion, in the event of trial, he is entitled to speci-
fied minimum rights, including: the right to con-
fidential communications with counsel of his or
her choice; prompt notice of the charges,
including receipt of any documents that would
be given in a trial of a U.S. soldier for the
same crime; the right to present evidence and

call witnesses; the right to a public trial (sub-
ject to reasonable security measures); and the
same appeal rights a U.S. soldier would
receive in the same situation, which would
require an independent appellate court with
civilian judges, such as the Court of Appeals
for the Armed Forces that hears appeals from
U.S. courts martial.143

Prisoners of War or Detainees?

Rejecting these well-established procedures,
the administration quickly declared that the
Guantanamo detainees would not be consid-
ered as normal battlefield prisoners, and
announced that, whether al Qaeda or Taliban,
the men in custody were, as a group, “unlawful
combatants,”144 and, as such, were not enti-
tled to the rights and protections afforded pris-
oners of war under the Third Geneva
Convention. From then on, denied the status of
“prisoner,” the captives would be referred to
with the legally neutral term “detainees.” The
International Committee of the Red Cross,
despite its general policy of preserving confi-
dentiality about its findings, responded that in
an international armed conflict, anyone cap-
tured on a battlefield was legally presumed to
be a combatant entitled to prisoner of war sta-
tus: “They were captured in combat…we con-
sider them prisoners of war.”145

Yet the administration has persisted in a two-
edged argument. When appropriate treatment
for alleged “enemy combatants” captured in or
near Afghanistan is under discussion, authori-
ties say, in effect, “yes, they are combatants,
but the law of war does not apply to them,
because they are criminals.” Conversely, when
the issue is proper treatment of individuals
arrested in the United States as suspected ter-
rorists, the response is that, “yes, they are
criminals, but criminal law (including its consti-
tutional protections) doesn’t apply because
they are ‘enemy combatants.’” 

Deceptively simple as a concept, the term
“unlawful combatant” appears at first glance as
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an analytical tool fashioned to resolve the con-
tinuing debate as to whether the perpetrators
of the September 11 attacks were criminals or
belligerent combatants, and to guide authori-
ties in determining the proper legal treatment
of those suspected or accused of involvement.
But the administration has in fact been using
the term “unlawful enemy combatant” – a term
not found in international law – as a kind of
magic wand, waving it to avoid well-established
standards of U.S. and international law. 

In press statements in early January 2002,
Defense Secretary Donald Rumsfeld stated that
as a matter of policy, but not of perceived
legal obligation, the United States intended to
treat the detainees in a manner “reasonably
consistent with the Geneva Conventions,” and
would “generally” follow the Geneva
Conventions, though only to “the extent that
they are appropriate,” since “technically unlaw-
ful combatants do not have any rights under
the Geneva Convention.”146

One problem with this approach from the per-
spective of the U.S. military was that the
Geneva Conventions act as a fundamental safe-
guard protecting U.S. service members who
might be captured overseas. If the U.S. wants
to be able to rely on the protections in the
Geneva Conventions for its own troops, the
U.S. must comply with them as well – not just
in word, but in deed. In large part this turns
upon prisoner of war status, and the required
procedure by which a U.S. military tribunal
must conduct individual determination hearings
to establish whether a detainee is a prisoner of
war or a civilian, and, in either case, whether
the individual should be tried for war crimes or
crimes against humanity.

Concerned about this potential rebound effect
against American servicemen, Secretary of
State Colin Powell asked in mid-January for a
review of the administration’s policy on the
Geneva Conventions.147 According to a leaked
memorandum, White House Counsel Alberto
Gonzales indicated that Powell “had contended 

that the Geneva rules apply to both al Qaeda
and the Taliban.” Gonzales added:

I understand, however, that he would agree that al
Qaeda and Taliban fighters could be determined not
to be prisoners of war (P.O.W.s) but only on a case-
by-case basis following individual hearings before 
a military board. 148 

The promise of review, however, was quickly
drowned out by a rash of statements from
other top officials suggesting that any review
would be limited in scope, and that, whatever
the findings, the United States would not con-
sider acknowledging P.O.W. status for any of
the detainees.149

The administration’s review led to only a minor
change in its stated position. On February 7,
2002, White House Spokesman Ari Fleischer
announced President Bush’s decision “that the
Geneva Convention applies to members of the
Taliban militia, but not to members of the inter-
national al-Qaida terrorist network.” Even so,
though, the Taliban would not be considered eli-
gible for prisoner of war status. The analysis
appeared to be that, on the one hand, as mem-
bers of a non-state terrorist organization, al
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Qaeda forces could never, under any circum-
stances, be eligible for prisoner of war status;
on the other hand, the administration was now
willing to accept that the Taliban was in princi-
ple potentially eligible for Geneva Convention
protections, as the armed force of a state
(Afghanistan) that was party to the Conventions,
but that when it came to actually “applying” the
test set forth in the Conventions, the Taliban,
as an organization, was found, in effect, to
have forfeited its potential right to Geneva
Convention protections because of its viola-
tions of humanitarian law. Fleischer added that,
notwithstanding these conclusions, the United
States would “treat all Taliban and al-Qaida
detainees in Guantanamo Bay humanely and
consistent with the principles of the Geneva
Convention.”150 The administration’s profession
of “strong support for the Geneva Convention,”151

however, belied an interpretation of the United
States’ obligations in this regard that under-
mines the most elementary doctrines of inter-
national humanitarian law.152

Double Standards

Not everyone in Afghanistan was being judged
by the same standards. Lack of uniforms – or,
for that matter, a history of atrocities against
civilians or disarmed battlefield prisoners – did
not lead the Administration to characterize
Northern Alliance warlords – or foot soldiers –
as “unlawful combatants.”153 When it came to
crimes against humanity, the President’s chal-
lenge to the world to be “with us or against
us”154 began to look less like an ironclad
pledge of moral consistency than a promise to
spare the United States’ new-found friends in
the region the kind of scrutiny reserved for 
its enemies.

Nor did the United States consider operations
by its own special forces executed out of uni-
form to have been unlawful. In recent months,
U.S. military and other coalition forces have
been increasingly engaging in both military and
humanitarian initiatives, obscuring the bright
line between military forces and civilians. This

trend has caused growing concern among
NGOs operating in Afghanistan, who are
“alarmed about the potential confusion created
in the minds of Afghans by armed coalition sol-
diers taking part in civil affairs operations while
dressing and operating similarly to NGO staff,”
according to a respected authority on humani-
tarian operations. “There is a real fear that
humanitarian action may be seen as a front for
intelligence gathering by coalition forces.”155

Initially, the administration was unambiguous
about who it had transported to Guantanamo:
not just enemies, but “among the most danger-
ous, best trained vicious killers on the face of
the earth”;156 “people that would gnaw
hydraulic lines in the back of a C-17 to bring it
down.”157 We were given to understand there
could be no doubt as to the kind of men being
held since, as Defense Department General
Counsel William J. Haynes put it, the Guanta-
namo detainees “are enemy combatants that
we captured on the battlefield seeking to harm
U.S. soldiers or allies….” 

Secretary Rumsfeld himself opened the door to
doubt about many of the Guantanamo
detainees, when discussing with the press the
importance of the interrogation process there
in establishing some basic facts bearing direct-
ly on their status: 

Were their actions not really egregious? Were they
picked up inaccurately or improperly or – not
improperly or inaccurately – unintentionally?
Sometimes when you capture a big, large group
there will be someone who just happened to be in
there that didn’t belong in there.158

As the interrogations in Guantanamo continued,
it emerged that in many cases the interroga-
tors did not really know who their prisoners
were. As Secretary Rumsfeld suggested, some
were “victims of circumstance,” caught in the
wrong place at the wrong time.159 Though
some important information was almost cer-
tainly being harvested from the intensive inter-
rogations, by August 2002, officials were
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forced to acknowledge that “U.S. authorities
have yet to identify any senior al Qaeda leaders
among the nearly 600 terrorism suspects…in
U.S. military custody at Guantanamo Bay.”
Most were low-level or middle-level fighters and
supporters – “no big fish.” According to one
official,“[s]ome of these guys literally don’t
know the world is round.” Some of the
detainees were being treated medically for psy-
chological disorders, and at least one had to
be repatriated because of his mental illness.160

Access to the Courts and Right to Counsel

Lawyers representing some of the detainees
held at Guantanamo have filed habeas corpus
petitions, asking U.S. federal courts to assert
jurisdiction over their cases. At least two
courts have ruled that they lacked such juris-
diction. In these cases, in addition to asserting
its plenary power over military affairs, the Bush
administration has successfully argued that
U.S. courts have no jurisdiction over non-U.S.
detainees in Guantanamo because the military
base is not under U.S. sovereignty. The U.S.
formally recognizes Cuban “sovereignty” over
the base even while occupying and controlling
it under a perpetual lease imposed on Cuba
long before the present regime there. Although
the U.S. Navy has described Guantanamo as a
“Naval reservation which for all practical pur-
poses, is American territory….[over which] the
United States has for approximately [ninety]
years exercised the essential elements of sov-
ereignty,”161 the administration’s strategy is to
reconfigure the territory’s anachronistic colonial
status into what one official characterized as
the “legal equivalent of outer space” – a place
where literally no law applies.162

Addressing the question whether, under interna-
tional and/or U.S. law, including the Due
Process Clause of the Fifth Amendment of the
U.S. Constitution, “aliens held outside the sov-
ereign territory of the United States can use
the courts of the United States to pursue
claims brought under the United States
Constitution,” the Federal District Court for the

District of Columbia gave a resounding ‘no.’
Moreover, the court added, “no court would
have jurisdiction to hear these actions,” 163

even while there is no question that U.S. forces
in Guantanamo fall under the umbrella of U.S.
law. Though Judge Colleen Kollar-Kotelly con-
cluded that “diplomatic channels remain ongo-
ing and viable means to address the claims
raised by these aliens,”164 she did not elabo-
rate on what these are, or how they can be uti-
lized in practice.

At the same time, there have been troubling
reports that “[t]he U.S. government…has
secretly transported some suspects to Middle
Eastern countries that use interrogation tac-
tics, including torture and threats, that are ille-
gal under U.S. law.”165 If these reports are
true, such a practice would be in clear violation
of the Convention Against Torture and Other
Cruel, Inhuman or Degrading Treatment or
Punishment, to which the United States is
party, and which forbids any State Party to
“expel, return (refouler) or extradite a person to
another State where there are substantial
grounds for believing that he would be in dan-
ger of being subjected to torture.”166

The Military Commissions

The administration’s plans for trials of “unlawful
combatants” in military commissions have pro-
vided an instructive backdrop to the conflict in
Afghanistan, the transfer of detainees to
Guantanamo, and the identification of a few
U.S. citizens among those accused of associa-
tion with the Taliban or al Qaeda. In a November
13, 2001 Military Order,167 President Bush
authorized the trial of suspected terrorists for
“violations of the laws of war and other applica-
ble laws” in military commissions that side-
stepped due process guarantees provided in
civilian courts as well as those of the United
States military court system.168 The Military
Order allows the trial by military commission of
any non-citizen suspected of terrorism (or other
crimes “under applicable laws”), inside or out-
side the United States, whether in connection
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with Osama bin Laden and his al Qaeda network
or not. The Order has no termination date. Any
non-citizen – even legal permanent residents –
could be tried by the new military panels.

The Order creates a parallel criminal justice sys-
tem in which defendants would have only those
rights that the President or Secretary of
Defense decide they would have. The President
would designate those individuals to be tried by
the new courts, and would authorize withholding
from them evidence the prosecution deemed
sensitive and confidential. This would prevent
effective challenge in court of part or all of the
information on which the President’s designation
is based as well as the evidence used in the
trial itself. (A military defense lawyer with securi-
ty clearance, provided to the defendant by the
commission, would have access to secret evi-
dence, but would not be able to share that
information either with the defendant or with
any civilian co-counsel chosen by the defen-
dant). The Order does not require that an indi-
vidual detained under it be brought to trial at
all, and so authorizes indefinite detention with-
out trial. The commissions would be able to
convict based on hearsay and other evidence
that would not be admissible in a regular court.
The accused would have no recourse to the
ordinary courts, and could appeal a conviction –
which may carry the death penalty – only to the
President who named him as a suspected ter-
rorist in the first place. 

In support of the military commission proposal,
the administration invoked historical precedent
for such streamlined military courts, going back
to George Washington. In particular, they point-
ed to the World War II Supreme Court case, Ex
parte Quirin.169 This was a case concerning
eight Nazi soldiers who in mid-June 1942 dis-
embarked from submarines in New York and
Florida with a plan to commit sabotage. One of
the men, George Dasch, turned himself in,
betraying the others to the FBI. Less than nine
weeks after they had landed, the Supreme
Court had upheld a military commission’s juris-
diction to try them, the trial was completed,

and six of the men were executed. Dasch
received a 30-year sentence, and the eighth
man was sentenced to life imprisonment.

History has not dealt kindly with the Quirin
case. “Particularly in recent decades, the
Supreme Court has been criticized….The com-
pressed schedule…gave the appearance of a
rush to judgment.”170 Moreover, Quirin was
decided before the 1949 Geneva Conventions,
which substantially changed the rules regarding
military trials of captured enemy forces. The
administration’s use of Quirin to defend the
detentions of American citizens Hamdi and
Padilla as “enemy combatants” (in virtually all
of the government’s court filings) has been par-
ticularly awkward since three rights the Quirin
defendants did receive were right to counsel,
right to speedy trial and right to civilian review
(by the Supreme Court).

The November Military Order aroused consider-
able protest from across the political spectrum.
Robert A. Levy, a senior constitutional law fel-
low at the Cato Institute, exclaimed that “[w]e
all want to fight terrorism, but shredding the
Constitution – which applies to all ‘persons,’ not
just citizens – isn’t the way to do it.” He also
noted pointedly that the President’s authority as
commander in chief “at best, is shared with the
legislative branch. Congress, not the president,
is empowered by Article I, section 8 [of the
Constitution] ‘To make Rules for the Government
and Regulation of the land and naval forces.’”171

Columnist William Safire protested the
President’s “suspending, with a stroke of his
pen, habeas corpus for 20 million people,” and
opined that “[t]he sudden seizure of power by
the executive branch, bypassing all constitu-
tional checks and balances…was more than a
bit excessive.”  Safire further reported that mili-
tary lawyers were “also determined to resist
the subversion of the Uniform Code of Military
Justice by Bush’s diktat.”172

Law enforcement officials also saw the Military
Order as both improper and counterproductive.
James Orenstein, former federal prosecutor
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and Associate Deputy Attorney General, argued
that the fight against terrorism was fundamen-
tally global, and that international cooperation
would be “imperiled when foreign governments
don’t trust us to respect the basic rights of the
people we ask them to send us.” He also
asserted that that use of military commissions
would “threate[n] a basic tactic in fighting com-
plex criminal organizations: prosecuting a low-
level member to help develop more evidence
for another case against someone higher in the
organization’s chain of command. Indeed,” he
stressed, “much of what law enforcement now
knows about al Qaeda was developed as a
result of civilian trials and investigations.”173

Former FBI and CIA Director William Webster
also expressed dissent: 

To me, this [secret military tribunal] was a battle-
field tribunal….I did not believe it would be a sub-
stitute for our system of justice for people being
apprehended in the United States….I don’t think we
solve our problems by avoiding the process that has
made us what we are…174

Responding to such criticism, White House
Counsel Alberto Gonzalez assured critics that
habeas corpus review would be available to
defendants in military commissions in the
United States, without providing the same
assurances for commissions held outside the
U.S.175 With Guantanamo as the principal
venue for the detention of non-citizen “unlawful
combatants,” a place that for now is outside
the jurisdiction of any court authorized to hear
a habeas corpus petition, this assurance turned
out to be entirely cosmetic. 

In March 2002, the Administration issued more
detailed procedures to supplement the November
Military Order. While some of the most outra-
geous features of the November Order were
moderated, the regulations continue to permit
secret evidence, hearsay, hearings closed to the
public, limitations on defendants’ choice of coun-
sel, and denial of review of commission determi-
nations by the U.S. federal courts.

To date as a response, at least in part to the
public criticism of the proposal, no one has
been brought before a military commission. In
any event, Defense officials have indicated that
even if suspected terrorists are eventually tried
and then acquitted by these military commis-
sions, the administration reserves the right to
continue to detain them indefinitely.176

Arrests of Non-Citizens 
Within the United States

In contrast with the civil detentions of non-citi-
zens within the United States, discussed in chap-
ter 3 of this report (mostly for alleged immigra-
tion law violations) the arrests and prosecutions
of those expressly accused of being directly
linked to the violent foreign-based groups have
presented a peculiar picture: several non-citizens
appear to have been accorded more rights than
U.S. citizens, even when both have been charac-
terized as “enemy combatants.”

In December 2001 and January 2002, the U.S.
government opted to prosecute two non-citi-
zens in U.S. civilian courts. The determination
to use the criminal justice system came as the
debate still raged over the November Military
Order. Zacarias Moussaoui, a Frenchman of
Moroccan extraction, the so-called “twentieth
hijacker,” was apprehended a month before the
September 11 attacks, after arousing suspi-
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cion at a Minnesota flying school. Richard Reid,
the British-born “shoe bomber” was arrested
after a botched attempt to set off an explosive
hidden in his shoe during a trans-Atlantic flight.
The prosecution of Moussaoui, who was
alleged to have been directly involved in the
September 11 conspiracy, in particular,
spawned the hope that the administration had
backed off from its widely criticized military
commission proposal. 

With the subsequent detentions without trial of
U.S. citizens Yaser Hamdi and José Padilla, the
administration’s plans for alleged militants of al
Qaeda became murkier and less encouraging.
Then, last month, new indictments against non-
citizen detainees were issued, auguring, per-
haps, a renewed willingness to bring the full
force of the criminal justice system into the
fight against actions threatening the United
States. At the same time, the fate of the U.S.
citizens held without charge or trial on identical
grounds was under review in the courts.

Zacarias Moussaoui

Zacarias Moussaoui was arrested in Minnesota
on August 16, 2001, just weeks before the
September 11 attacks. Apparently, instructors
at a flying school he attended found it suspi-
cious that he paid for his $8,000 flight classes
in cash, expressed “unusual interest” in the
fact that a plane’s doors could not be opened
during flight, and insisted on learning to fly
large aircraft despite what they saw to be mini-
mal aptitude for flying.177 He was held on immi-
gration charges and was still in INS custody on
September 11. The refusal by the FBI’s
Washington headquarters to approve a request
from local FBI agents to search his home com-
puter, despite apparently incriminating informa-
tion received from French intelligence services,
precipitated a major controversy regarding the
effectiveness of the FBI when evidence alleged-
ly tying him to some of the September 11
hijackers was later found in the computer.178

On December 11, 2001, Moussaoui was indict-
ed in Virginia on charges of conspiracy relating

to the September 11 attacks. The Lawyers
Committee for Human Rights welcomed the
indictment as a signal that the Administration
will not forsake the U.S. criminal justice system
even for those suspected of the closest
involvement in the September 11 attacks.179

Moussaoui has rejected court-appointed
lawyers and insisted on defending himself. His
erratic behavior led to a court-ordered psycho-
logical examination, which determined that he
was competent to defend himself. Some
observers have complained that the pre-trial
proceedings so far have resulted in a “circus-
like” atmosphere that demeans the judicial sys-
tem and provides a platform for Moussaoui to
spout hatred. But the more important lesson of
the case, so far, is for the world to see that
even with all of these difficulties, the civilian
court is fully competent to assure Moussaoui
all the procedural rights and protections that
are his due under the Constitution, and still pro-
ceed with a meaningful and reliable determina-
tion of the truth. The case, before Judge
Leonie M. Brinkema, is now scheduled to come
to trial in January 2003.

Richard Reid

Richard Reid was arrested on December 22,
2001, after failing to ignite an explosive hidden
in his shoe on a Paris to Miami flight. Reid was
taken into custody in Boston, to where the
flight had been diverted, and where he is being
tried in Federal District Court. He is represent-
ed by two public defenders. A British citizen
who converted to Islam, Reid may have met
Moussaoui at the Brixton Mosque, in London.180

His case seems to be proceeding uneventfully,
with trial before Judge William G. Young sched-
uled to begin November 4, 2002. 

Karim Koubriti, Ahmed Hannan, 
Farouk Ali-Haimoud, and “Abdella”

On August 28, 2002, indictments were issued
against four men allegedly working in a terror-
ist cell in the Detroit area that was planning
attacks in the United States, Jordan and

34



Turkey. All of the men are foreign nationals:
Koubriti and Hannan are Moroccan, Ali-Haimoud
is Algerian; and authorities do not know the full
identity of the fourth man, Abdella, who was
not taken into custody. The three men in cus-
tody were originally arrested in a raid on the
apartment of a fourth man, a Kuwaiti named
Nabil Al-Marabh, who remains in custody but
has not apparently himself been indicted; feder-
al officials believe that Al-Marabh is linked to al
Qaeda. Ali-Haimoud had been released shortly
after his September arrest, for insufficient evi-
dence, and was arrested again in April. Koubriti
and Hannan have been in detention since their
original arrests.181

Detentions of U.S. Citizens

The Constitution of the United States sets forth
the bedrock rights that effectively define the
American values of liberty and justice and
apply to citizens and non-citizens alike. These
rights have not always been fully respected in
past periods of emergency. During World War II
the government ordered the mass internment
of tens of thousands of citizens and non-
citizens of Japanese extraction, and at the
height of the Cold War an extraordinary internal
security act authorized the imprisonment of
suspected “subversives” without charge or
trial. But the nation has almost always, sooner
or later, repudiated such acts, acknowledged
that human rights were violated, and generally
pledged never to repeat them.182

In the most recent action of this kind, Congress
in 1971 repealed the Emergency Detention Act
of 1950, which was passed during the Korean
War to deal with espionage and sabotage activ-
ities within the U.S. by a supposed Communist
“fifth column.” Title II of this Act authorized the
relocation of “alleged subversives” into six
national detention centers during wartime. The
Act authorized detention without charge or trial
on the mere say-so of federal officials, although
it did not suspend the right of habeas cor-
pus.183 Detentions were not, in fact, ever car-
ried out under the Act. 

In repealing the Emergency Detention Act,
Congress legislated that “[n]o citizen shall be
imprisoned or otherwise detained by the United
States except pursuant to an Act of
Congress.”184 This measure, passed amid
mounting public pressure during the Vietnam
War, sought to proscribe the power to create
“emergency detention camps” for U.S. citizens
and to “restrict the imprisonment or other
detention of citizens of the United States to sit-
uations in which statutory authority for their
incarceration exists.”185

Notwithstanding the clear constitutional and
statutory injunction, two U.S. citizens have
been detained without firm basis in law since
September 2001. Other similar cases are pos-
sible in the future.186

U.S. Citizens with Alleged Links to al Qaeda

The administration has been particularly
aggressive in its use of the label “enemy com-
batant” to justify indefinite detention of two citi-
zens, Yaser Hamdi and Jose Padilla. The gov-
ernment has not disclosed the criteria for this
designation, even to the courts, but by naming
detainees as “enemy combatants,” federal
authorities have declared that prisoners may
be held without access to courts – civilian or
military – and without access to counsel.
According to the Bush administration’s court fil-
ings, if a court insists on making some sort of
review of the decision to detain a U.S. citizen,
it “may at most look to see whether the military
has supplied a factual basis to support its own
determination that [the citizen] is an enemy
combatant.”187 In other words, the citizen’s
indefinite detention is to be permitted as long
as the government puts forward in good faith
some apparently incriminating fact, a standard
substantially lower than “probable cause.”
Indeed, under the government’s rules, deten-
tion could be permitted even where there is a
preponderance of the evidence indicating inno-
cence of wrongdoing. The courts are still sort-
ing out how far they are willing to go along with
the administration’s assertion of virtually unfet-
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tered discretion in the treatment of “enemy
combatants,” and the record is mixed. 

Yaser Hamdi

Yaser Hamdi, a Louisiana-born U.S. citizen of
Saudi extraction, was captured by Northern
Alliance forces in Afghanistan. He was trans-
ferred to Guantanamo, where U.S. officials 
realized that he was a U.S. citizen. As a result,
he was subsequently transferred to a U.S. mili-
tary base in Virginia, where he is now being
held, without charge or trial, as an “enemy
combatant.” In May 2002 a public defender –
who had never been allowed even to see Hamdi
– filed a habeas corpus petition in a Federal
District Court in Virginia, Judge Robert G.
Doumar presiding. The petition was denied on
the ground that the lawyer was not sufficiently
related to Hamdi to act on his behalf as a peti-
tioner. A second filing followed on June 11
2002, this time on behalf of Hamdi’s father,
and the court promptly ordered the government
to allow the public defender to meet with the
detainee in private, without military personnel
present. The government successfully appealed
the Order and the case was sent back to the
District Court for reconsideration as to whether
the court had jurisdiction to order a writ of
habeas corpus over an “enemy combatant.” On
July 25, the government filed a motion to dis-
miss the habeas petition. The government reit-
erated its position that the court had very limit-
ed, if any, authority to review core military deci-
sions, such as those involved in the apprehen-
sion and detention of “enemy combatants,” at
least if the government showed some evidence
that the individual was apprehended in some
circumstance related to an armed conflict, the
existence of which circumstance was to be
accepted by the court on the President’s say-so:

In particular, in the context in which this case aris-
es, there is no basis for a court to conduct eviden-
tiary proceedings with respect to any of the partic-
ular facts or circumstances surrounding an individ-
ual’s capture as an enemy combatant, effectively
opening the door for “alleged enemy combatants to

call American commanders to account in federal
court rooms.” The Court’s proper role does not per-
mit it to call members of the United States military
back from the front, or to somehow attempt to bring
into the courtroom the Northern Alliance forces who
accepted Hamdi’s surrender. Nor would it be proper
to call Hamdi himself to court and, thus, seriously
jeopardize important national security interests
related to intelligence gathering….The relevant
issue is whether the United States military had a
factual basis for treating Hamdi as an enemy com-
batant. This return and the accompanying declara-
tion readily demonstrate that the military had such
a basis, and that is the end of the inquiry.188

Judge Doumar was unconvinced, and on
August 16, 2002, he ordered the government
to turn over for the court’s in camera review
the underlying factual evidence supporting the
government’s determination that Hamdi is an
“unlawful enemy combatant,” together with the
“screening criteria utilized to determine the sta-
tus of Hamdi with the name(s) and address(es)
of the persons who made the determina-
tion.”189 Judge Doumar vowed that he would
not be a “rubber stamp” for the government,
and would not simply accept uncritically the
conclusions of a two-page declaration – the
“Mobbs declaration” – submitted to him to justi-
fy Hamdi’s continued incarceration as an
“enemy combatant.” 

Judge Doumar bluntly put the prosecutor on
notice: “I’m challenging everything in the
Mobbs declaration,” he said. “If you think I
don’t understand the utilization of words, you
are sadly mistaken.”190 The Judge expressed
his concern that while the government asserted
that Hamdi was:

“affiliated with a Taliban military unit and received
weapons training” ….[t]he declaration makes no
effort to explain what “affiliated” means nor under
what criteria this “affiliation” justified Hamdi’s clas-
sification as an enemy combatant. The declaration is
silent as to what level of “affiliation” is necessary to
warrant enemy combatant status….It does not say
where or by whom he received weapons training or
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the nature and extent thereof. Indeed, a close inspec-
tion of the declaration reveals that [it] never claims
that Hamdi was fighting for the Taliban, nor that he
was a member of the Taliban. Without access to the
screening criteria actually used by the government in
its classification decision, this Court is unable to
determine whether the government has paid adequate
consideration to due process rights to which Hamdi is
entitled under his present detention.191

The Government has filed an appeal of Judge
Doumar’s ruling.

José Padilla

José Padilla (Abdullah Al Mujahir) is a Brooklyn-
born U.S. citizen who converted to Islam. He
was arrested on May 8, 2002 in Chicago, when
disembarking from an air flight from Pakistan.
The information leading to his arrest was,
according to administration spokesmen,
obtained from interrogating Abu Zubaydah, who
has been described as the senior al Qaeda
leader in U.S. custody. 192 Padilla was originally
held as a material witness, in connection with an
alleged conspiracy to create and use a radioac-
tive “dirty bomb” against an American urban tar-
get. After one month in unpublicized detention,
he was transferred to military custody in South
Carolina, when Judge Michael B. Mukasey of the
Southern Distict of New York, impatient with the
government’s apparent intention to hold Padilla
indefinitely without charge, threatened to release
him. As with Hamdi, the government is detaining
him as an “enemy combatant.” Though he was
represented by public defenders when he was
being held as a material witness in New York,
since the transfer to military custody, he has
been denied further access to his attorneys. The
government is resisting his counsel’s petition for
habeas corpus, arguing (among other issues)
that the District Court should defer to the
President’s determination that Padilla is an
enemy combatant.

The inconsistency in treatment between
Moussaoui and Reid, on the one hand, and
Hamdi on the other, already troubling, came to

a head with Padilla’s transfer to military juris-
diction, entailing detention in a Navy brig, and
cutoff from his previously acting court-appoint-
ed lawyers. The St. Louis Post-Dispatch criti-
cized Padilla’s status of legal “limbo” – 
ineligible for a military tribunal because of his
U.S. citizenship, and, once transferred to mili-
tary custody, ineligible for a civilian criminal
trial – a state of “legal purgatory…[where] he
has fewer rights than Zacarias Moussaoui…and
Richard Reid – neither of whom are citizens.”193

Similarly, in a June 11 editorial, the Washington
Times, even while praising the apprehension of
Padilla, raised concern about his legal status.
“The administration will need to explain why Al
Mujahir should be treated any differently from
suspected terrorist John Walker Lindh, an
American citizen who will be tried in U.S.
District Court, or Zacarias Moussaoui, a non-
citizen who will be tried in civilian court as well.
The proper course of action would be to try Al
Mujahir, like the other accused terrorists, in
civilian U.S. courts.”194

Other conservative voices also expressed dis-
comfort at the appropriation of powers by the
administration. With regard to domestic deten-
tions, the Cato Institute protested the adminis-
tration’s undermining of constitutional protec-
tions, such as excluding the judiciary from the
process of issuing arrest warrants, diluting the
“probable cause” standard for arrest, for citi-
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zens and non-citizens alike, and overturning the
sanctity of trial by jury. 

President Bush and his lawyers maintain that
terrorists are “unlawful combatants,” and that
unlawful combatants are not entitled to the pro-
tections of the Bill of Rights. The defect in the
president’s claim is circularity. A primary func-
tion of the trial process is to sort through con-
flicting evidence in order to find the truth.
Anyone who assumes that a person who has
merely been accused of being an unlawful com-
batant is, in fact, an unlawful combatant, can
understandably maintain that such a person is
not entitled to the protection of U.S. constitu-
tional safeguards. The flaw, however, is that
the argument begs the very question 
under consideration.195

John Walker Lindh

John Walker Lindh, the first of the “American
Talibans,” was apprehended by Northern
Alliance forces in Afghanistan. When he was
handed over to U.S. intelligence officers, it was
discovered that he was American. According to
Lindh’s court filings, he was intensively interro-
gated for weeks during which time he was
physically mistreated and denied access to
legal counsel despite repeated requests. 

Lindh was captured by Northern Alliance forces
in late November 2001 and was handed over
to U.S. custody on December 1. At that time,
the defense alleged, he was malnourished,
dehydrated and in need of medical attention to
remove shrapnel in his thigh (which “would
remain there for over three weeks, during
which time Mr. Lindh was incarcerated and
interrogated by U.S. forces”). The defense
asserted that he was provided minimal food
and medical assistance, despite repeated
requests. Later, the defense alleged, he was
threatened with death, stripped naked, blind-
folded and, “shaking violently from the cold
nighttime air,” bound to a stretcher “with heavy
duct tape wrapped tightly around his chest,
upper arms, ankles and the stretcher itself,”

and in this condition placed in a windowless
metal shipping container with no light, no heat
source and no insulation. The defense states
that he was kept in this container for two days,
during and after which the U.S. agents contin-
ued to question him. On December 14, Lindh
was diagnosed by Navy doctors as suffering
from dehydration, mild hypothermia and frost-
bite. Finally, on approximately December 15,
Lindh received surgery for his wounds, and the
bullet in his leg was removed.196

He was brought back to the United States after
being held over a month in U.S. custody in
Afghanistan, and in January 2002, he was
indicted in a civilian federal district court in
Virginia on charges of conspiring with al Qaeda
forces to kill U.S. nationals, and related
charges, facing possible life imprisonment.
Despite the ubiquitous publicity and the obvious
importance the government ascribed to the
case,197 the prosecution lost confidence in its
ability to prove its case, which apparently
depended largely on early self-incriminating
statements made by Lindh before his lawyers
could meet with him. Faced with the possibility
that the statements would be excluded from
the proceedings, the government ultimately set-
tled the case in July 2002, without going to trial.

James Ujaama

James Ujaama, a native born U.S. citizen convert
to Islam, was taken into custody in July 2002 as
a material witness in connection with alleged
plans to set up an al Qaeda training camp in
Oregon.198 Ujaama was indicted at the end of
August on charges that he conspired to provide
facilities and support for al Qaeda operatives. As
with the earlier Moussaoui indictment the
Government’s decision to prosecute Ujaama in
civilian court again set human rights and civil lib-
erties advocates to wondering whether the criti-
cism of the military detentions of citizens and
non-citizens arrested on U.S. territory might have
persuaded the Administration to desist from its
Constitutional overreaching, and end its practice
of indefinite detention without charge. While that
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decision is to be welcomed, there remains plenty
of reason for unease, as the Administration con-
tinues its aggressive campaign, with the Hamdi
and Padilla cases, to persuade the judiciary to
go along with the “Commander-in-Chief’s” asser-
tion of virtually unrestricted discretion in the
arrest, detention and, if he chooses, trial of
those he determines to be the enemy.
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Chapter 5
T H E  U N I T E D  S T A T E S  A N D

I N T E R N A T I O N A L  H U M A N  
R I G H T S  P R O T E C T I O N

INTRODUCTION

TT he attacks of September 11 and the U.S.
response have had a dramatic impact on
the promotion and implementation of inter-

national legal standards – spanning internation-
al humanitarian law (the laws of war) and the
fundamental instruments of human rights and
refugee law.199 These standards are both long
established and continually evolving.

This report has examined the ways in which
U.S. leaders have responded to the attacks
and the sense of ongoing danger by passing
legislation or promulgating regulations that
have often limited or set aside fundamental
constitutional rights. In doing so, the United
States has contravened international human
rights treaties to which it has long been a
party. This has created a climate in which other
countries have felt emboldened to follow the
U.S. lead, further undermining global respect
for human rights and fundamental freedoms.

FOLLOWING THE U.S. LEAD: 
A NEW CONCEPT OF DEMOCRACY 
AND HUMAN RIGHTS?

Introduction

The curtailment of rights in the aftermath of
September 11 has led to foreign governments
mirroring the rhetoric and expanding on the
substance of the United States’ domestic
counter terrorism effort. A chorus of voices
from governments around the world has
already confirmed perceptions that the old
commitments to human rights principles may
have begun to fade away as a result of U.S.
policies. Many of these governments have 

spoken out to applaud measures taken by the 
United States to combat terrorism at home,
which they now see as an endorsement of their
own practices. Others, in contrast, have
decried the U.S. policy changes, declaring that
they seriously undermine fundamental human
rights principles and appear to give a green
light to lowered standards around the world. In
particular, traditional allies have spoken up for
the importance of high standards – and
expressed concern that a loss of moral 
authority by the United States will have 
an impact far beyond its borders. 

European and Latin American governments in
particular have expressed dismay that in com-
promising its own standards in the name of
national security, the United States has severe-
ly undercut progress everywhere toward a
rights-respecting global order. The U.S. com-
mitment to the rule of law and to inalienable
constitutional rights at home had, before
September 11, been the mainstay of the
nation’s moral standing. This commitment was
respected abroad even among critics of the
nation’s foreign and economic policies. Despite
growing controversies on such issues as the
environment and global warming, treaties to
ban landmines, international safeguards against
biological weapons, and the International
Criminal Court, the United States has been
greatly admired by other countries for its appli-
cation of the constitutional principles on which
the country was founded.200 Despite the vari-
able perceptions of its foreign policies, the
global community by and large saw a commit-
ment to the promotion of human rights and fun-
damental freedoms as an essential value of the
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United States – a powerful source of its 
moral authority. 

Co-opting the War on Terrorism

In the immediate aftermath of the September
attacks, the international pledges of support
for the United States took several forms with
direct consequences for human rights. In too
many cases, opportunistic governments
expressed support for the fight against terror-
ism, while presenting their own domestic insur-
gencies as conflicts perpetrated by terrorist
groups analogous to al Qaeda. Some claimed
that their own domestic adversaries were
linked to the September 11 attackers. These
governments clearly expected reciprocal sup-
port for battles against domestic dissidents
and insurgents as they proclaimed that they
and the United States were embedded in a sim-
ilar conflict, facing a common enemy. Other
governments introduced new legislation in the
year after the attacks that defined terrorism in
broad terms, extended police powers, limited
human rights guarantees, and imposed harsh
new penalties. 

The declarations of common cause came from
some unexpected quarters. They came from
Liberia, for example, where President Charles
Taylor heads an abusive government now con-
fronting an armed insurgency. Taylor told the
Liberian legislature that the challenge to his
own grip on power was simply an extension of
the global threat: “September 11th ushered in a
new threat to our national security. That threat
is terrorism, and it is manifested in many forms,
including political, social and military.”201

Taylor went so far as to apply the term “unlawful
combatant” to a journalist who had been critical
of his policies. On June 24, 2002, Liberian secu-
rity agents detained Hassan Bility, editor of the
Monrovia newspaper Analyst, and two other “dis-
sidents.” A civilian judge refused to challenge
their incommunicado detention. The judge report-
edly said that “since President Charles Taylor had
declared the three ‘illegal combatants’ the matter

was above him and his earlier order that the gov-
ernment produce the three in a civilian court
could not be effected anymore.”202

In Zimbabwe, meanwhile, aides of President
Robert Mugabe have equated members of law-
ful opposition parties with “terrorists.” These
aides have also defended the jailing of journal-
ists critical of the president as necessary to
combat terrorism.203

Syria, too, has joined the chorus. Minister of
Information Adnan Omran declared that Syria
was “ahead [of the United States] in fighting
terrorism” and that “[t]he kind of terrorism that
we faced was the same kind and probably the
same persons now fighting the United States.”
In January 2002, Syrian President Bashar Asad
invited the United States to “take advantage of
Syria’s successful experiences.”204

In Macedonia, where discrimination against eth-
nic Albanians had fueled a brief insurgency,
Macedonian Prime Minister Ljubco Georgievski
on September 18, 2001 “said that he hopes
that the attacks on the U.S. will lead NATO to
change its policy towards ‘terrorism’ in
Macedonia.” This prompted a rebuke from
James Pardew, the U.S. Special Envoy in
Macedonia, for seeking political gain from 
the tragedy.205

China has linked the broader war against ter-
rorism to its own campaign against separatist
Muslim groups in the province of Xinjiang, a
vast region with a mostly Muslim population. In
the past, the United States has criticized China
for human rights abuses against Muslims in
Xinjiang.206 Now, China is eager to draw a par-
allel between its crackdown on separatist
groups in Xianjiang and the U.S. battle against
al Qaeda. In a recent visit to Washington, D.C.,
for example, Chinese Vice Foreign Minister Li
Zhaoxing remarked, “China too is a victim of
terrorism and greatly understands and sympa-
thizes with the disaster that Americans have
suffered.”207 Although the Bush administration
was initially reluctant to link the Xinjiang issue
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to its war on terrorism, in August 2002, the
State Department listed as a terrorist organiza-
tion an obscure group of Xinjiang rebels that
China claims has ties to al Qaeda.208

Russian President Vladimir Putin, meanwhile,
has claimed that Russia’s war against rebels in
the Chechen republic is also part of the global
war against terrorism. Observers in Moscow
have said that the new rhetoric is expressly
intended to diffuse U.S. criticism of atrocities
committed by Russian forces in the war: “They
have depicted the Chechen people as blood-
thirsty terrorists who would impose Islamic law
on other Caucasian republics. Today even edu-
cated Muscovites commonly say there is noth-
ing wrong with killing Chechen noncombatants,
even babies.”209

In a press conference following an October
summit meeting with the Russian president,
President Bush said that he had emphasized to
Putin “that the war on terror is not, and cannot
be, a war on minorities,” and that “[i]t’s impor-
tant to distinguish between those who pursue
legitimate political aspirations and terror-
ists.”210 Indeed, although muted, U.S. criticism
of human rights abuses in the war in Chechnya
has not stopped in the wake of September 11.
In their responses to the State Department’s
annual human rights report in early 2002, how-
ever, Russian officials appeared bemused that
the United States was still criticizing Russia for
its actions in Chechnya. One Russian Foreign
Ministry official observed: 

One gets the impression that its writers simply used
old drafts, as if nothing had happened in either
Russia or the United States in recent years, as if
the events of September 11, 2001 had not occurred
and the international community had not closed
ranks in the battle against terrorism.211

A subtext of the global response was that
many of the governments speaking out were
engaged in brutal measures against mostly
internal opposition groups and were convinced
that the new order would relieve them of inter-

national pressure on human rights. The United
States’ criticism of human rights abuses was
expected to fade away as it confronted the
challenges at home.

In some cases, the message was explicit.
Egypt’s Prime Minister Atef Abeid responded to
criticism of his country’s resort to torture and
military trials by rejecting past criticism of
Egypt’s rights record and linking this to the
United States’ own challenges: 

The U.S. and U.K., including human rights groups,
have, in the past, been calling on us to give these
terrorists their “human rights.” You can give them
all the human rights they deserve until they kill you.
After these horrible crimes committed in New York
and Virginia, maybe Western countries should begin
to think of Egypt’s own fight and terror as their 
new model.212 

On December 16, 2001, Egypt’s President
Hosni Mubarak further developed this theme,
claiming that the events of September 11 had
altered the very meaning of concepts such as
democracy and human rights. He declared,
“There is no doubt that the events of
September 11 created a new concept of
democracy that differs from the concept that
Western states defended before these events,
especially in regard to the freedom of the indi-
vidual.” 213 He claimed that the new U.S. poli-
cies “prove that we were right from the begin-
ning in using all means, including military tri-
bunals” to combat terrorism.214 The State
Department’s previous annual human rights
report had said Egypt’s military tribunals
infringe on a defendant’s right to a fair trial
before an independent judiciary.215

And indeed, in the first weeks after September
11, U.S. Secretary of State Colin Powell spoke
of his appreciation for Egypt’s commitment to
the fight against terror in a joint press confer-
ence with Egypt’s Foreign Minister Ahmed
Maher. He said that the United States would, in
fact, look to model Egypt in some ways: “Egypt,
as all of us know, is really ahead of us on this
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issue. They have had to deal with acts of terror-
ism in recent years in the course of their history.
And we have much to learn from them and there
is much we can do together.”216

By mid-2002, the administration began to show
that there were limits to its passivity in the face
of gross abuses despite its “special relation-
ships” with other countries. Thus, for example,
in July 2002, the United States withheld $130
million in supplemental aid to Egypt to protest
the prosecution of prominent human rights
defender Saad Ibrahim.217 A dual national of
Egypt and the United States, Ibrahim had been
convicted under laws restricting the work of
independent human rights groups and was sen-
tenced to seven years in prison. Protests from
both the Department of State and the White
House ensued, culminating in the unprecedent-
ed warning that $130 million would be withheld
in large part because of Ibrahim’s continued
detention.218

Officials of the Indonesian government also
stressed their country’s importance as an ally in
global antiterrorism efforts, raising expectations
that U.S. complaints about abuses by the
Indonesian army would quietly lapse. Measures
taken by the U.S. administration to lift restric-
tions on military aid to Indonesia – notwithstand-
ing conditions placed on aid renewal by
Congress – encouraged the perception that the
rules had changed. So too did a Department of
State opinion given to a U.S. court considering
a case brought against the energy giant Exxon-
Mobile under the U.S. Alien Tort Claims Act and
the 1992 Torture Victim Protection Act.219 The
suit, brought by eleven villagers from Indonesia’s
oil-rich Aceh province, alleges torture and mur-
der by members of the Indonesian security
forces who were employed by Exxon Mobil. The
Department of State warned the court that the
lawsuit against Exxon Mobil “would impact
adversely on the interests of the United States,”
economically and in the “war on terrorism.”220

The consequences for Indonesia’s vulnerable
human rights defenders and pro-democracy
advocates have been serious. Columnist Thomas

Friedman reported on a conversation with a
prominent Indonesian writer who remarked:

We sometimes fear that America’s democratization
agenda also got blown up with the World Trade
Center…Since September 11 there have been so
many free riders on this American antiterrorism
campaign, countries that want to use it to suppress
their media and press freedom and turn back 
the clock.221 

Friedman also interviewed Jusuf Wanandi, the
head of a strategic studies center in Indonesia,
who provided an alarming insight into the views
of the Indonesian military. Wanandi told
Friedman that he had just spoken to some sen-
ior Indonesian military leaders who asked, “Why
doesn’t the government give up all this human
rights stuff and leave [the problem] to us?”
They also said that “the Americans should nor-
malize relations again [with the Indonesian
army] and we’ll do the job for them.”222

New “Anti-Terrorism” Legislation

In many countries, new legislation has been
introduced since September 11, with express
references by national leaders to the new inter-
national climate of no-holds-barred antiterror-
ism. In Cuba, for example, President Fidel
Castro presided over a December 2001 ses-
sion of the Cuban legislature that passed a law
extending capital punishment to crimes defined
as terrorism – including the crime of using the
Internet to incite political violence.223

In Belarus, the parliament approved the “Law of
the Republic of Belarus on Fighting Terrorism”
in December 2001, adding new restrictions on
freedom of expression and offering virtual
immunity to state agents for crimes committed
in the defense of national security.224 The law
defines terrorism broadly as perpetrating
actions “which create the danger of the loss of
human life, bodily harm, cause widespread
damage or the onset of other serious conse-
quences with the aim of causing public panic
or exerting influence on decision-making by
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government bodies or hindering political or
other public activity, and also threatening to
carry out such activity with the same aims.”225

In India, harsh government measures against sep-
aratist movements and insurgencies have long
presented a grim backdrop to the world’s largest
democracy. On October 24, 2001, the Indian
president introduced a Prevention of Terrorism
Ordinance (POTO) while parliament was out of
session. POTO entered into force immediately,
introducing emergency powers.226 India’s Home
Minister L.K. Advani explicitly tied POTO to the
September attacks and a move by democracies
the world over to enact more stringent laws.227

An act endorsing the ordinance as permanent
legislation, transforming the ordinance to the
Prevention of Terrorism Act (POTA), was
passed in a special joint session of the Indian
parliament on March 26, 2002. The new law
provides draconian police powers to detain
“terrorist suspects” for questioning for up to
30 days without being presented before a
court, and 90 days without being charged with
a crime. A special court can then extend deten-
tion without charge for a further 90 days. Acts
of terrorism are defined as acts “with intent to
threaten the unity, integrity, security or sover-
eignty of India or to strike terror in the people,”
by explosives or weapons or “by any other
means whatsoever,” in a manner that causes or
is likely to cause harm to people or property or
to disrupt government operations and services.
The law also introduces broad new police pow-
ers and special rules of evidence.228

In December 2001, U.S. Congressman Frank
Pallone, Jr. had expressed support for India’s
anti-terrorism efforts, drawing a direct analogy
between the USA PATRIOT Act and the Indian
bill. Representative Pallone remarked, “Unusual
circumstances in the U.S. called for these
types of measures, and the same holds true
for India. A true parallel can be drawn here for
the two largest, most vibrant democracies in
the world. Unfortunately, both of these coun-
tries are now combating terrorism.”229

Furthermore, the prestigious Indian newspaper
The Hindu reported on March 29, 2002 that
the United States had given its stamp of
approval to POTA, citing a press statement
released by State Department Spokesman
Richard Boucher the day before.230 Boucher
had endorsed POTA as being in line with U.S.
support for government efforts “to strengthen
their legal systems…within constitutional
bounds, so that we all have more effective
tools to use against the threat of terrorism.”231

Undermining Safeguards against Persecution
and Torture

The global antiterrorism environment has also
had repercussions on the protection of the non-
citizen, particularly in relation to safeguarding
the transfer of detainees under international
human rights and refugee law. International law
requires, for example, that refugees are not
sent back to countries in which they face a jus-
tifiable fear of persecution. This fundamental
principle is known as the principle of non-
refoulement. Furthermore, provisions under the
Convention against Torture and Other Cruel,

45

In too many cases,
opportunistic 
governments

expressed support
for the fight

against terrorism,
while presenting
their own domestic
insurgencies as 

conflicts perpetrated
by terrorist groups

analogous to 
al Qaeda.



Inhuman or Degrading Treatment or Punishment
(the Torture Convention), a treaty to which the
United States and most states are party,
absolutely bars governments from expelling,
returning, or extraditing a person to a country
in which “there are substantial grounds for
believing that he would be in danger of being
subjected to torture.” Many states also oppose
extradition to countries in which the individual
sought may face the death penalty. 

Enforcement of these international standards
may be under threat as a result of the United
States’ own practice, particularly to the extent
that it provides a model for other nations. The
reported return of foreign nationals detained in
the United States after September 11 to their
home countries, after months of detention,
should have required consideration of their
well-being upon return, particularly to countries
in which a consistent pattern of torture has
been reported. Detention by the United States
in the context of the post-September 11 inves-
tigations may, even when no links to violent
groups emerged, have branded some as sus-
pect in the eyes of their own governments,
placing them in extreme danger of persecution
upon deportation. The reported transfer of
some of the Guantanamo detainees to second
countries, including Pakistan and Egypt, after
initial interrogations may have breached U.S.
obligations under the Torture Convention. 

Fair treatment of immigrants and asylum seek-
ers has also been undermined in Europe. On
December 18, 2002, Sweden surprised other
European Union members by forcibly returning
two Egyptian asylum seekers, Ahmad Hussein
Mustafa Kamil Agiza and Muhammad Sulaiman
Ibrahim al-Zari, to Egypt, despite concerns that
they would face immediate arrest and ill-treat-
ment.232 Sweden recognized that both men
had a well founded fear of persecution but
excluded them from protection in procedures
of questionable fairness—on the basis of
secret evidence alleging their connections to
armed Islamic opposition groups. Amnesty
International protested that “more than three

weeks after their forcible return their location
is unknown and they have not had access to
family or lawyers.”233 Other Egyptian nationals
were reportedly forcibly repatriated by Jordan,
Canada, Bosnia, and Uruguay.234

THE RESPONSE OF THE UNITED NATIONS

Security Council Resolution 1373

The Security Council passed Resolution 1373
on September 28, 2001, imposing binding obli-
gations on all U.N. member states to prevent
and suppress terrorism, describing a broad
range of activities that were to be combated.
These included such measures as: (1) blocking
the financing of terrorist offenses; (2) refraining
from providing any support to terrorists (effec-
tive border controls, criminalization, etc.); (3)
intensifying and accelerating international coop-
eration and information exchange; (4) taking
appropriate measures to ensure that refugee
and asylum status are not abused by terrorists;
and (5) ensuring that claims of political motiva-
tion are not used as grounds for refusing
requests for the extradition of alleged terrorists.

Resolution 1373 also created a Counter-
Terrorism Committee (CTC), which is composed
of all 15 members of the Security Council.
Under the resolution, all member states were
required to submit an initial report on imple-
mentation to the CTC no later than December
27, 2001. Future reports were to be submitted
under a timeline developed by the CTC. The
CTC began reviewing the first round of reports
in January, 2002, writing to each government
confidentially to offer comments on its report.
Once they received comments, states were
given three months to submit a second report.
The CTC’s review of the second round of
reports was to have begun on June 7, 2002.
Apparently, the comments on the first set of
reports mainly asked for clarification and addi-
tional information. The comments on the sec-
ond set of reports were to be more direct,
identifying potential gaps and requesting plans
of action.
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Resolution 1373 and Human Rights

Although Resolution 1373 does not expressly
address human rights concerns,235 U.K.
Ambassador Jeremy Greenstock, the chair of
the CTC, has indicated that the committee will at
least consider the potential human rights conse-
quences of the counter-terrorism measures
reported. He has appointed a human rights spe-
cialist to the committee’s advisors.236 In June
2002, Ambassador Greenstock described the
overlap of the CTC’s work and human rights:

[T]he CTC’s processes will put pressure on govern-
ments to ensure, in the decisions they take both
political and administrative, that they do not con-
done acts of indiscriminate violence against civil-
ians, in any political context, nor use counter-ter-
rorism as a pretext for political oppression. We
have to develop an international collective con-
science in this respect in which every government,
without exception, is a participant.

The CTC is mandated to monitor the implementation
of 1373. Monitoring performance against other
international conventions, including human rights
law, is outside the scope of the CTC’s mandate. But
as we go forward, the CTC will remain aware of the
interaction of its work with human rights concerns,
inter alia through the contact the CTC has devel-
oped with the OHCHR. And we welcome parallel mon-
itoring of observance of human rights obligations.

The CTC is also operating transparently and openly
so that NGOs with concerns can bring them to our
attention or follow up with the established human
rights machinery.237

Although it is too early to judge the extent to
which the CTC has assessed the human rights
implications of reported measures and advised
governments in this regard, the reports filed
with the committee (“1373 Reports”) provide a
wealth of information on the shape of the glob-
al war against terrorism. The reports provide a
picture of the anti-terrorism laws enacted –
including the laws that states are trying to
present in this mold.238

Response of the U.N. Human 
Rights Mechanisms

The U.N. human rights mechanisms, mean-
while, have responded promptly to the risk that
human rights would be sidelined. On November
29, 2001, Mary Robinson, the U.N. High
Commissioner for Human Rights, issued a joint
statement with the Council of Europe and the
Organization for Security and Cooperation in
Europe (OSCE) to condemn all forms of terror-
ism, and to urge states “to ensure that any
measures restricting human rights in response
to terrorism strike a fair balance between legiti-
mate national security concerns and fundamen-
tal freedoms that is fully consistent with their
international law commitments.”239 In stressing
that certain rights are non-derogable, the state-
ment calls on all governments to refrain from
any measures that would “violate fundamental
freedoms and undermine legitimate dissent:” 

Such steps might particularly affect the presump-
tion of innocence, the right to a fair trial, freedom
from torture, privacy rights, freedom of expression
and assembly, and the right to seek asylum. Anti-
terrorism measures targeting specific ethnic or
religious groups would also be contrary to human
rights law and international commitments and would
carry the risk of sparking a dangerous upsurge of
discrimination and racism.240
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In a Human Rights Day 2001 statement, 17 of
the U.N.’s special rapporteurs on human rights
expressed “deep concern over the adoption or
contemplation of anti-terrorist and national
security legislation and other measures that
may infringe upon the enjoyment for all of
human rights and fundamental freedoms.”
They expressed particular concern over the
consequences for “human rights defenders,
migrants, asylum-seekers and refugees, reli-
gious minorities, political activists and the
media….”241

In early 2002, concerns were expressed that
the Security Council resolution had already
been misused by abusive governments. Bacre
Waly Ndiaye, the New York representative of
the U.N. High Commission for Human Rights,
told the CTC that compliance “could lead to
unwarranted infringement on civil liberties.” He
added, “There is evidence that some countries
are now introducing measures that may erode
core human rights safeguards.” Although
Ndiaye did not name specific countries, he
warned that under the new measures “nonvio-
lent activities have been considered as terror-
ism, and excessive measures have been taken
to suppress or restrict individual rights, includ-
ing the presumption of innocence, the right to
a fair trial, freedom from torture, privacy
rights, freedom of expression and assembly,
and the right to seek asylum.”242

In an address to the Security Council’s session
on counterterrorism on January 18, 2002,
Secretary-General Kofi Annan called for govern-
ments to take into account the expertise of the
U.N.’s specialized human rights bodies, and to
make sure “that the measures you adopt do
not unduly curtail human rights, or give others
a pretext to do so.” He emphasized the impor-
tance in both the short and the long-term of
making human rights concerns integral to the
counterterrorism effort:

[W]e should all be clear that there is no trade-off
between effective action against terrorism and the
protection of human rights. On the contrary, I

believe that in the long term we shall find that
human rights, along with democracy and social justice,
are one of the best prophylactics against terrorism.

Terrorism is a weapon for alienated, desperate peo-
ple, and often a product of despair. If human beings
everywhere are given real hope of achieving self-
respect and a decent life by peaceful methods, ter-
rorists will become much harder to recruit, and will
receive far less sympathy and support from society
at large.

Therefore, while we certainly need vigilance to pre-
vent acts of terrorism, and firmness in condemning
and punishing them, it will be self-defeating if we
sacrifice other key priorities – such as human
rights – in the process.243

U.S. UNILATERALISM AND THE INTERNATIONAL
ARCHITECTURE OF HUMAN RIGHTS

The unilateralism of U.S. antiterrorism meas-
ures has continued the trend of the United
States going it alone in international affairs,
even while demanding multilateral support on a
multiplicity of other issues. But the conse-
quences of going it alone for international
human rights norms may be even more severe
– and its impact on the international order dan-
gerously unpredictable. 

The message is two-fold. On the one hand, stan-
dards are represented as having no application
in times of emergency – although it was precise-
ly to provide minimum standards under the most
extreme of emergencies, open war between
nations, that the laws of war were agreed by all
nations. And it was the horrors of World War II
that provided the genesis for international
human rights law, beginning with the Universal
Declaration of Human Rights in 1948. On the
other hand, the United States appears hypocriti-
cal, by promoting international legal standards
which seemingly bind only other nations.

Measures to advance the implementation of
international human rights law, in turn, have fur-
ther put the United States to the test. U.S.
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opposition to the International Criminal Court
(ICC), which predates the September attacks,
was consistent with a deeper strain of U.S. poli-
cy to limit commitments which could expose the
country to international enforcement measures
of any kind. Although the new court is now com-
ing into force and is supported by most U.S.
allies, U.S. opposition has deepened and its
diplomatic interventions have included bullying
threats of sanctions, even against close allies. 

The tenor of the September 11 response has
also opened the way for U.S. opposition to
advances on the implementation of other existing
international standards, apart from those con-
tained in the ICC statute.  Historically, the United
States has refused to participate in a range of
international monitoring mechanisms on the
grounds that U.S. law already provided sufficient
safeguards against abuses at home. The new
approach to such mechanisms, however, may
now be rooted in a qualitatively different concern
– a fear that the U.S. will find itself in violation of
international law and subject to sanction.

In July 2002, as diplomats met in Geneva to
finalize an optional protocol to the Convention
Against Torture and Other Cruel, Inhuman, or
Degrading Treatment or Punishment, U.S. rep-
resentatives sought to undermine the optional
protocol, which seeks to hasten the abolition of
torture.244 The optional protocol, which would
allow the inspection of detention facilities of
the governments that adopt the protocol, would
have echoed the good example of the
European Convention Against Torture. Under
the European model, inspections have been
carried out in approximately 40 nations –
including the United Kingdom, Turkey, and
Russia – in a constructive contribution to the
fight against torture. 

A test of the United States’ evolving view of
international standards will be the guidelines
applied within the Department of State in the
preparation of the next annual reports on
human rights conditions around the world. Will
past criticism of administrative detention with-

out judicial review be absent? What about past
criticism of military courts that exercise juris-
diction over dissidents under harsh national
security and antiterrorism laws? Will allies in
the global operations against terrorism get a
pass on torture, extrajudicial execution, and
“disappearance” – or commentary so muted
and qualified as to represent a shielding from
criticism? When the Russian Foreign Ministry
official complained that the 2001 country
report examining Russia’s conduct in Chechnya
seemed to be a product of “working with old
texts,” it in a sense set down a challenge to
the Department of State as it begins to pre-
pare the next round of annual reports. The
nature of the new texts will be a telling indica-
tor of the standards to be applied at home and
abroad in the post-September 11 world. 
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Recommendations

CHAPTER 1
Open Government

1. The Department of Justice should rescind
its October 12, 2001 memo relating to
Freedom of Information. If it fails to do so,
Congress should review the Administration’s
new freedom of information policy with a
view to restoring the public’s right to know
and its access to government information
through legislation. 

2. Congress should amend pending legislation
creating the new Department of Homeland
Security to ensure that the Whistleblowers
Protection Act applies to the new agency.

CHAPTER 2 
The Right to Privacy

1. The Judiciary Committees of Congress
should hold comprehensive oversight hear-
ings in which they systematically examine
each new law or expansion of Executive
Branch power in the USA PATRIOT Act.
They should undertake a cost/benefit analy-
sis of each provision. Among the points
they should consider are these:

4 Is the law being used? 
4 If not, why not?
4 Is it needed? 
4 If it is being used, have any abuses of

this new authority come to light? 

2. The Department of Justice should develop
effective internal oversight safeguards gov-
erning searches without prior notice under
Section 213 of the USA PATRIOT Act.

3. Congress should conduct regular oversight
hearings to evaluate how Section 213 is
being applied in practice, and to consider 

whether a sunset provision should 
be added.

4. Congress should also use its oversight
authority to review the implementation of
amendments to the Foreign Intelligence
Surveillance Act (FISA), with a view towards
providing additional safeguards against
abuse of Executive discretion under the
amended law.

5. Congress should include both an Office of
Internal Affairs and an Office of Civil Rights
and Civil Liberties Accountability in the new
Department of Homeland Security.

6. When the President signs the law creating
the Department of Homeland Security, he
should stress the importance of protecting
civil liberties and ensuring government
accountability. He should spell out specific
guidelines aimed at ensuring that these
principles will be followed by this 
new department. 

7. A recent decision by the Foreign
Surveillance Intelligence Court imposes
needed limits on Justice Department for-
eign intelligence searches on U.S. soil.
Rather than appealing this decision,
Attorney General Ashcroft should comply
with the Court’s judgment. 

8. In addition, Congress should use its over-
sight authority to keep a careful eye on
how foreign intelligence surveillance is car-
ried out. We know from prior history, in this
country and elsewhere, that there is grave
potential for abuse in this area. Congress
also should establish a Commission on
Privacy, Personal Liberty and Homeland
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Security within the new Department of
Homeland Security.

9. Congress should also review recent amend-
ments to FISA which expanded government
police powers with respect to personal
records, powers which now extend even to
the purchase of books or library use.
Congress should conduct public hearings in
which it solicits the views of librarians,
booksellers and other members of the pub-
lic with a direct interest in these matters.

10. Similarly, Congress should review changes
to FBI guidelines, announced by Attorney
General Ashcroft in May, which permit
much greater surveillance of domestic reli-
gious and political organizations. Congress
should consider whether legislation is need-
ed to limit executive authority in this area.

11. The Administration should abandon pursuit
of Operation TIPS (The Terrorism
Information and Prevention System).
Bipartisan criticism of this initiative makes
clear the wide public opposition to this pro-
posal. It should be dropped immediately.

CHAPTER 3
Treatment of Immigrants, Refugees, 
and Minorities 

1. The Department of Justice should release
the names of all persons detained on immi-
gration charges, provided those individuals
consent to release of such information, to
family, legal counsel or others with a legiti-
mate interest. Information should include
the date of arrest and place of detention.

2. The INS should permit legal service organi-
zations access to visit detention facilities
on a regular basis. Subject to reasonable
security precautions, it should also allow
independent monitoring groups access to
visit these facilities. 

3. The Department of Justice should provide
all detainees with access to legal counsel
of their choice and entitle them reasonable
hours and secure locations in which 
to meet.

4. The Department of Justice should heed two
federal District Court decisions (in Michigan
and New Jersey) which held that immigra-
tion hearings should be open.

5. Congress should conduct a thorough review
of provisions in the USA PATRIOT Act relat-
ing to detention of non-citizens. Given the
Administration’s rare use of this authority
over the last year and the potential for
abuse, we urge Congress to repeal these
provisions when it reconvenes in January.

6. Under the USA PATRIOT Act, and in subse-
quent regulations, like the one authorizing
eavesdropping on lawyer-client conversa-
tions, the role of the courts has been
severely limited. Until judicial oversight is
restored, the Department of Justice should
set up an internal review process, chaired
by the Attorney General and including the
Assistant Attorney General for Civil Rights,
to help ensure that these new powers,
among them prolonged detention in national
security cases, are used only in cases that
necessitate them. 

7. The INS regulations on custody procedures
(8 C.F.R. Section 287.3) and automatic stay
authority (8 C.F.R. Section 3.19) should be
immediately rescinded. At a minimum, the
Department of Justice should instruct the
INS to issue detailed guidelines governing
the use of these regulations in order to pre-
vent abuse.

8. Domestically, the United States should
renew its commitment to supporting a vig-
orous program of refugee resettlement
(incorporating necessary security safe-
guards) and a national asylum system which
accords with the highest international stan-
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dards. In particular, the exclusion clause in
refugee law (designed to prevent those who
have committed serious crimes from receiv-
ing asylum as refugees) must be applied in
a way which recognizes its exceptional
nature, ensures that genuine refugees and
those requiring protection from torture are
not endangered, and fosters accountability
for serious crimes.

CHAPTER 4
The Security Detainees and the Criminal
Justice System

1. The almost 600 detainees now held at the
U.S. Naval base in Guantanamo Bay, Cuba
are presumed to be prisoners of war and
should be afforded all of the protections of
international humanitarian law (particularly,
the Geneva Conventions). 

a. Should there be any doubt as to the
entitlement to prisoner of war status of
individuals acknowledging their partici-
pation in the hostilities in Afghanistan,
an individualized “competent tribunal”
should make the determination, as pro-
vided by the Third Geneva Convention
and applicable U.S. military regulations. 

b. Any individual claiming to be a noncom-
batant should be allowed the opportuni-
ty to prove that claim before such a
competent tribunal, as well.

c. If the tribunal determines there is prob-
able cause to believe a prisoner of war
may have committed war crimes or
other serious violations of international
law, that person should be tried before
a court martial, as required by the Third
Geneva Convention.

d. Any individual found by a competent tri-
bunal not to be a prisoner of war is a
civilian. Subject to the United States’
obligations under the Convention

Against Torture and Other Cruel,
Inhuman or Degrading Treatment or
Punishment, all civilians should be repa-
triated unless the tribunal finds probable
cause to believe that a civilian may
have committed a war crime or other
serious violation of international law. If
the tribunal finds such probable cause,
the individual should be brought to trial
in either a regular civilian criminal court,
a regular court martial, or in another tri-
bunal which accords the defendant at
least the minimum rights and protec-
tions mandated by article 146 of the
Fourth Geneva Convention.

2. The administration should develop a set of
criteria for determining when hostilities
have ended and the prisoners of war may
be released (unless there are or are con-
templated to be criminal proceedings
brought against them). The administration
should consult closely with Congress in
preparing these criteria, and should take
guidance from the expertise of the
International Committee of the Red Cross.

3. Arrest and detention without trial in the
United States of U.S. citizens or other U.S.
residents as “enemy combatants” is a viola-
tion of U.S. constitutional law. If these indi-
viduals have committed crimes, they should
be prosecuted under U.S. law. U.S. citizens
or others with close residential links to the
United States who are apprehended within a
war zone may be treated as prisoners of
war, as described above, but must also be
accorded the right to habeas corpus review
of the lawfulness of their detention.

4. We commend the Department of Justice for
its reliance on the criminal justice system in
the recent indictments of five suspects in
Detroit and Seattle in cases relating to
national security. The administration should
follow this approach as it pursues other
similar cases.
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5. The Military Order authorizing military com-
missions should be rescinded. The adminis-
tration has wisely declined to use this
authority so far. But the Order creates
standing authority for the creation of tri-
bunals that do not satisfy fair trial standards
and invites imitation by other governments. 

CHAPTER 5
The United States and International 
Human Rights Protection

1. The State Department should ensure that
its annual Country Reports on Human
Rights Practices, which must be submitted
to Congress in February, include a detailed
and comprehensive analysis of the human
rights situations in all countries, including
those allied with the United States in its
international struggle against al Qaeda.
Congress intended the Country Reports to
provide the unvarnished truth about human
rights abuses around the world, and the
State Department should resist any tempta-
tion to excuse or overlook human rights
failings of allied governments.

2. The Administration should rebuke in the
strongest terms governments – both allies
and others – who seek to recast their
repressive policies as efforts to support the
global anti-terrorism effort. The
Administration should use the opportunity
of the next meeting of the U.N. Human
Rights Commission in Geneva to make
statements to this effect.

3. The Administration should issue a clear and
unequivocal statement that it intends to
comply with its obligations under the U.N.
Convention Against Torture and Other Cruel,
Inhuman or Degrading Treatment or
Punishment and will not extradite, expel or
otherwise return any individual to a place
where there is a substantial likelihood 
of torture. 

4. Internationally, the United States should
encourage other States to ensure that
refugee protection procedures and provi-
sions for extradition, expulsion, and removal
of non-citizens comply with both the princi-
ple of non-refoulement and the obligation to
prosecute serious criminals domestically
where possible. The United States should
continue to emphasize that the effort to
combat terrorism cannot be allowed to
diminish the right of refugees to seek and
enjoy protection from persecution.
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